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Abstract:

Cloud backup solutions, such as Dropbox, providerarenient way for users to
synchronize files between user devices. Thesecgare particularly attractive to users,
who always want the most current version of crititas on every device. Many of these
applications “install” into the user’s profile datry and the synchronization processes
are placed in the user’s registry hive (HKCU). Wseithout administrative privileges
can use these applications without so much as pgEpUAC dialog. This freedom
makes illicit installations of these applicatiodistlae more likely.

Cloud backup providers are marketing directly tgpooate executives offering
services that will “increase employee productivity™provide virtual teaming
opportunities.” Offers such as these make it mikedyl than ever that any given
corporate environment has some cloud backup sokititstalled.

We released the DropSmack tool at Blackhat EU. $haved enterprise
defenders the risks posed by cloud synchronizatidtware and gave pen testers a new
toy to play with (you can bet that pen testers weéthe only ones who noticed). In
response to feedback from the original presentalbopSmack has been improved to
deal with some of the unique operational challenmes®d by synchronization
environments. In particular, we added the abilitywork with more synchronization
services automatically.

In this talk, we’ll demonstrate how DropSmack v2rigand explain how to
deploy it in an operational environment. We’ll loaksome of the countermeasures to
these attacks, including the encryption of syncizexhfiles by third party software.
Additionally, we’ll investigate the potential ofing so-called “next generation firewalls”
to defeat DropSmack.

You'll also learn about the issues of credentiatage in the context of cloud
synchronization services. Several synchronizatgplieations also use insecure
authentication methods. We’'ll highlight these aggtions so you know what works,
what doesn’t, and what you should run (not walkagiom. You'll learn about post-
exploitation activities you can accomplish whenyfsashly compromised target is
running a cloud synchronization product.

Finally, we’ll demonstrate the steps you need tlm¥oto steal credentials for the
products that store them. Why would you want talstéored credentials for a cloud
synchronization service you ask? After all, angdithat have been synchronized to the
cloud must already on the machine you just compsedyiright? Not necessarily. You'll
learn a variety of nasty things you can do withdloeid synchronization service portals
that you may never have considered.

If you're a network defender, you'll leave thiskavith a new appreciation of the
risks posed by cloud synchronization services @nduseous feeling if you have them in



your environment). If you are a penetration testeu/'ll leave with a new bag of tricks.
Either way, a fun time is sure to be had by all.



Giant Honking Disclaimer:

Wedon't think Dropbox, SkyDrive, Box.net, or any other denthat
DropSmack operates against is insecure. Don'isuéNe’re not defaming you. The
fact is that you provide an awesome service thathappens to offer a C2 and
exfiltration channeby design. You are no more or less insecure by installing of
these services in your network than you were ilistan email server in the early 90’s.
The difference is that nowadays, every email prodache planet is being monitored by
antivirus or other security software. File synchirzation services? Not so much. Our
hope is that by highlighting these issues, we @p fix that.

To our knowledge, installing Dropbox or any othlerud synchronization
provider on your machine doesn’t introduce any nelmerability. But likeany software
you install, it increases the attack surface. @lgynch providers are no exception (sorry,
no free pass here). Any software you install bzt established network communication
channels doubles down on this surface, making rerattractive to an intruder.

We could do the same thing any web based emailkcgerlhe problem with that
approach though is that we don’t know ahead of tvh&h mail services and browsers
the user is allowed to use. If we pick wrong, a®el (FAIL). Dropbox on the other hand
is pretty obvious. Ifit's installed, it's allowetirough the firewall (WIN).

History:

Cloud synchronization clients have been plaguel pator design choices almost
since their inception. Possibly the best publidizalnerability was the discovery that the
authentication mechanism used by Dropbox was brbkatesign. The implementation
allowed anyone with access to the user’s Dropboaddese files (in their profile
directory) to authenticate as that user from aitrary location. In other words, Dropbox
did not key the databases on a per-device baslsle\tthis vulnerability requires an
attacker to have access to a Dropbox user’s Wingwafde directory, this doesn’t
diminish the attack’s implications. In a case vehan attacker had compromised a server
storing roaming profiles for users, they could tiesse databases to access any data that
had been synchronized to Dropbox from a remotetimta This would allow wholesale
‘hoovering’ of data from a corporate network with@aecompanying telltale bandwidth
spikes.

Dropbox has since corrected this fault in its antisation mechanisms and
encrypts its client side configuration databas®sine reverse engineering work was
recently (2012) performed on the Dropbox code bff Bod Ledoux. They discovered
that Dropbox uses a well-known SQLite encryptidmdry that can be readily decrypted
with the appropriate information. Dropbox is likeb change its implementation again
in light of this revelation. However, users mustlarstand that if they don’t have to
provide a password to log into Dropbox, a suitdbtyded attacker with access to their
files doesn't either.

Dropbox and other cloud synchronization softwaneehaeen studied by forensic
professionals as well. After forensic practitianepenly discussed the format of
Dropbox databases, tools were built to automagigadrse information from the



databases. This allowed forensic professionatisimover hashes and filenames of files
that were synchronized to the cloud, as well asiastamp of when the activity was
performed. Given that most users believe a fihel {@formation about the file) is gone
when it is deleted from their machine, this repnés@ data disclosure. When presented
with the news that their profile directory was coompised, most average users would
not include information about data long ago synolmed to the cloud in their mental loss
inventory. Dropbox again partially addressed thsue by encrypting the databases on
the host. The same problems highlighted abovedratithentication section continue to
persist here (e.g. well-funded attackers may revengjineer the encryption scheme and
access the data).

Note that while it seems we may be attacking Drapdalusively, several other
cloud synchronization providers have not done ashmais Dropbox to secure data stored
on the end-host. Many cloud synchronization pressccontinue to store client
configuration information in plain-text databasesad on the end-host. Several do not
key the database to the specific end-host, enatiimtyivial ‘copy the databases to
authenticate from anywhere’ attack.

Dropbox has experienced other problems with sgcutit one case, an internal
software upgrade left the service without any autilbation for up to four hours (or less
depending on who you trust). Of course Dropboxreagwed internal policies to
ensure this sort of thing never happens again.sM&erely believe that. Or at least we
believe that they believe that (say that five tirffeest). But because we’re pretty sure
Dropbox employs humans, we think someone will sampvagain at some point in the
future. Whether the error is discovered firstingdly, by a black hat, or by a white hat is
anybody’s guess.

Another gem in the history of Dropbox came whenas discovered that
Dropbox mobile was sending files metadata in tlearcl So the files were encrypted, but
the metadata (including file name and hash) wete ¥ieah, that could sting. This was
discovered after the issue with non-keyed (and cnypted) authentication databases, so
Dropbox doesn'’t get a pass here.

The DropSmack tool was released at Blackhat Euiroparly 2013. Since then
we’ve entertained numerous requests for demornstiatf the tool as well as impact
assessments on the use of cloud synchronizatieiteerin enterprise networks. Some
people have mistakenly assumed that because theyneeusing Dropbox, they were
immune to the problem. This couldn’t be farthenfrthe truth. To prove this, we've
updated DropSmack to use other services.

[As a note to readers, this problem statement asd study are taken from the original
DropSmack presentation. Given the larger audieh&ackhat USA, we opted to
quickly review what DropSmack is and what probl¢soives rather than assume
everyone has seen the original presentation. AlsoBlackhat EU archives have copies
of the white paper in PDF format and downloadirij>d from blackhat.com just seems
kind of wrong somehow®]

Problem:
Practically everywhere we go on penetration tgsdind incident response
engagements, we see the Dropbox LanSync protogaldket captures. This leads us to



the conclusion that cloud synchronization prograstdllations are nearly ubiquitous.
Whether these installations are approved by IT &afnother question entirely.

Many of these applications “install” into the useprofile directory and the
synchronization processes are placed in the usagistry hive (HKCU). Users without
administrative privileges can use these applicatiwithout so much as popping a UAC
dialog. This freedom makes illicit installationfstbese applications all the more likely.

No matter how good the security in a network ig,ugually find that the network
rather resembles a piece of candy. It has a hatet shell and a soft-gooey inside. Once
a foothold is established in the network, game $acurity personnel should strive to
eliminate programs that increase the attack surf&oe instance, an infected PDF file
might be caught by a spam filter if emailed to etim. However, the same file can be
transferred onto the victim’s machine through Draplcompletely bypassing network
defenses.

In the case study below, we’ll illustrate just heasily a single installation of
Dropbox is more than enough to compromise the ggafrthe entire network. That
firewall you bought: worthless. Your DLP solutigdhat was worthless before we came
along. Your IDS: you guessed it, it's not goingstop this attack. The best you can hope
for is whitelisting software on the end-host (asdaee all know, even that can be
defeated).

Case Study:
Scenario:

The client (a large defense industrial firm) cotdacs and says they wanteal
black box penetration test. They have an in heeserity assessment team, but they
want to know what a no holds barred attack by aigemt adversary would look like.
Really, they want to know their exposure to thigetpf attack.

Start with standard methods:

We started the same way every penetration tess staecon.
We looked for vulnerable web servers and inventbpieblicly available information on
C-level employees and IT admins.

Sure, you can go after other employees (thousanitieim) but the IT admins
usually get you access. C-level employees getlyegolden nuggets that are so
interesting. We’'ll stick with those.

Social Engineering:

We try to social engineer some employees, but ak. [This company has quite
an aggressive security policy. We find out thatthre running some type of McAfee
antivirus before the employee becomes suspici@Quer the next couple of days, we get
no love from social engineering calls. One empéokmdly tells us he knows what is
going on because he got a company-wide email ieatampany is under attack from an
active social engineering campaign. That’s usiefiormation, but it means that further
social engineering efforts will likely be unsucdess | hate it when that happens...

Spamming:



Next up: start spamming. We figure we can levetagecompany wide social
engineering email to offer some links containingifting” on how to avoid social
engineering attacks. We get several hits on olr seever, and even get a couple of
unpatched browsers, but we never get any commathdarirol on the victim machines.
We try sending infected documents containing tllestdndbys —

Confidential: Workforce reduction plan 2012Q3
Attention: Health insurance benefits change — Ac&equired

Between these two, we usually get good coveragegd\ | know people are
opening these documents (they always do). We aaood mix of PDF with Javascript
(and patched vulnerabilities) and Excel spreadshgigh macros. We should be getting
callbacks from the first stage payload, but we thave a single hit.

Social Network Analysis:

We’'ve run into this before. The company secustgrieat, they have proxying
firewalls with protocol inspection, and maybe tlag filtering mail at the gateway. In
the past, we’'ve been successful owning an empleywe/ate computer (away from the
corporate network defenses) and then getting heaorporate network over the
employee provided VPN. Once inside the defenssgjsually fairly easy to figure a
way out (since we are no longer flying blind). Yadon't want to rely on a single VPN
connection in if you can help it (since it won'tnays be connected).

We try to get close to C-level types and managersinkedin and to a lesser
degree Facebook who are likely to take work homd (eed a VPN connection).
Google searches help locate some email addresse¥\e even use some of the
awesome tools from Black Hills Infosec (such a®neng) to find links to our execs.
Our most promising lead comes when we identifypg@esonal email address of the CIO,
who is active with the PTA for his kid's school.otiing like leveraging a kid to gain
access...

Social Engineering (redux):

We don’t send the CIO an attachment right awaystFive just work him over a
little talking to him about PTA fundraising optionsere we are offering nearly
unbelievable returns (that’s right buddy, they we@ good to be true). We offer to send
him some data detailing the opportunities. We sandls file with return calculators
that don’'t work without macros enabled. Essemntjdhie user is forced to be owned to
even read our document...

Great, we are on the work-from-home computer ofGh@ — this took us almost
two weeks. Now to get that VPN connected and lerimier to the corporate network.
Let's see, Cisco AnyConnect — nope, OpenVPN — nepere the f%%$# is the VPN
software???? You don't get to be a CIO at a Fer&a00 without working seven days a
week. We do a quick survey of the software omtiaghine and don't find any VPN
software. We do find company documents spreacauaiss a number of folders. Maybe
he is moving files via USB drive? He can't be stugnough to send them over his
Gmail account.



Confidential Files, a good start:

Then it hits us: he has Dropbox installed. We kltbe Dropbox folder and find
that many of the company documents we found argglsinc’d to his computer via
Dropbox. Pay dirt! Orisit... Sure we can steahe work documents from this guy,
but so far this isn’t exactly the “golden nugget Vike to put in the final report. | want
to own some internal servers and really show tmepamy how they can be hurt.

We've read some research on the potential to uspldax and the like to
exfiltrate data from a corporate network, but wenawer actually seen it done. To make
matters worse, we aren’t actually in the network y&e still need to get in there. First,
we grab all the Dropbox databases. Some peopke I success reading these in the
past and using them for various purposes. Damoplidx started encrypting them.

This could be a serious reverse engineering edfdt“ain’t nobody got time for that”

(not on this engagement at least). We grab alttiméidential corporate documents we
can find, install a beaconing implant on the Cl@dne machine to maintain access, and
retreat for a six pack and some brainstorming.

What we have so far:
A way to send files over Dropbox to any device @© uses.

What we want:
A running implant (with command and control) in t@porate network.

Brainstorming (and beer):

With a blood alcohol level of .12 and a small dok@spiration, it hits me. We
can write some custom software that communicates Dvopbox and use that as a C2
channel. We already have evidence that Dropbbgiisg used to send confidential
corporate documents. It stands to reason thatristalled on the internal corporate
network. Let's work from that assumption. We @ldides on the CIO’s laptop (via our
malware) and they will automagically end up ondagporate machine. We don’t need
to know anything about the corporate firewall, pesx or anything else. He’s already
configured our malware delivery channel to tallothgh all of that. Bonus: everything
we send is encrypted to the desktop, so no IDShailke a chance to inspect it.

So we can deliver an executable to the CIO at w@keat. But nothing we sent
before was able to call out of the network. Cle#iiere’s some crazy network filtering
going on that we just haven't yet accounted farst dlelivering a standalone Meterpreter
isn’t going to get us far...

DropSmack FTW:

What if we built some new malware to receive tagland send exfil over the
Dropbox file sharing service? Yeah, that sourkis di plan. We’ll call it DropSmack.
We code up a very quick implant that supports alfasic commands (PUT, GET,
DELETE, and EXECUTE). We considered adding momamands (and may in the
future), but that subset of commands gets you &uszye you need to go. Everything
else is just gravy.

We embed DropSmack in one of the recently modidenfidential spreadsheets
that we’ve retrieved from the laptop and add sos& macro goodness. When we



regain access to the CIO’s laptop, we place theasisheet in his Dropbox folder. It
automagically synchronizes to the cloud, and shthgreafter down to his corporate
machine.

We could wait for the CIO to open the file at wobkit “ain’t nobody got time for
that.” Instead, we socially engineer him to dasth a strategically placed phone call
requesting information we already know to be ingpheeadsheet. The next time we see
the laptop on, we place a tasking file in the Dimpiblder. DropSmack gets the tasking
(a set of commands to survey the machine) and mwghninutes, we have our data back.
DropSmack writes the output data back to a filhenDropbox folder on the corporate
machine where it automatically synchronizes baatdad (and the laptop).

From here, the sky is the limit. We have bi-dil@tal command and control over
an implant running in the corporate network. ltgalle don’'t want to use this forever
since it is slow and kludgy. However, we can maprietwork and most importantly
determine the settings that will allow us to gegker connection to the corporate
network.

Note again that we no longer care about the cotpdir@wall and barely care
about the IDS. It's a heck of a lot easier to fegout how to get out of a network than to
getin.

DropSmack Usage:

Folder locations:

DropSmack looks in the user’s profile directory éobropbox folder. If it doesn'’t find

the Dropbox folder there, it looks for a Dropboidier under the My Documents folder.

If it doesn’t find a Dropbox folder in either looan, it exits. The first location is the
default location for the Dropbox folder in Windowssta/7 and the second location is the
default on Windows XP installations.

If DropSmack finds the default Dropbox synch dioggt it copies itself to
%APPDATA%\DropSynch.exe. It then creates an aatbsntry in the user's Run key
(in HKCU). Not only is this good for not poppindBAC dialog on the user’'s machine,
but you also benefit from executing wherever ther'sgrofile is loaded. This may get
you execution on several different machines inraer@rise environment.

This presents a potential problem when it comeagking. After verifying that a file
exists (perhaps by running a dir command), you triggue a GET command. However,
the GET command might be executed on a differemhma where the file doesn’t exist.
In a future version of DropSmack, we will implemansystem of host IDs so that
commands are guaranteed to run only on the desastdor hosts.

Tasking files:

By default DropSmack looks in the Dropbox folder fites starting with the string
‘DROPSMACK_*. This is far from subtle and you saiid change it before deploying it.
When files are found, commands are parsed by lzteeh line is checked for a verb at
the beginning and one or two arguments (depending® command). This means you
could send a .doc or a .dat file that a normal user't inspect the contents of. The file
header can even be set so tools checking thediatsire will incorrectly identify the



file. Yeah, we're evil like that. DropSmack wilhppily ignore any line that doesn't start
with a valid verb (listed below). It will also igne any line that contains the incorrect
number of arguments for that verb.

Logging:

As currently implemented, DropSmack is just firel dorget. You don’t get any
confirmation back as to whether or not the comman@suted. We implemented a
version that wrote status messages back to thésymezation folder, but it was super
noisy and we didn't like it. So we changed it.

Command Verbs:

PUT <local>|<remote>

The ‘PUT’ command takes the filename specifiechi ‘tocal’ argument and moves it to
the filename specified by the ‘remote’ argumenhe Tlocal’ filename should be placed
in the Dropbox directory before the tasking filEhe ‘local’ filename should not contain
a path, as DropSmack knows where to locate ityimeh folder). The ‘remote’ filename
should have a path starting with a drive lettehe Tile is moved, rather than copied so
you don’t need to do any additional clean-up.

GET <remote>|<local>

The ‘GET’ command takes the filename specifiechm ‘temote’ argument and copies it
to the ‘local’ argument. The ‘remote’ file requsra complete path while the ‘local’ file
requires only a filename (no path). The file Wil placed in the Dropbox
synchronization folder with the ‘local’ name whéres synchronized to the cloud. Itis
your responsibility to collect and delete the &teyour leisure.

MOVE <source>|<dest>

The ‘MOVE’ verb moves a file already on the targetchine to another location on the
target machine. | found myself wanting to use mavair amount in some work | was
doing and grew tired of spawning command promptiotd. Both fi

DEL <filename>
The ‘DEL’ command deletes the file specified irefiame. The filename should be a
complete path.

EXEC <command>

The ‘EXEC’ verb executes a command on the remotehima. Note that the command
is executed in the context of the user’'s accolm@an enterprise environment this
account probably doesn’t have administrative pey@s (if it did, you probably wouldn’t
need DropSmack to get in). This means that iftypio do something that requires
admin privileges, you will pop UAC. Yeah, that’tssubtle. Don’t do that.

SLEEP <milliseconds>

The ‘SLEEP’ verb causes DropSmack to sleep fontimber of milliseconds in the first
argument. This is normally used when some numbeormmands are EXEC’d and you
want to exfil the output of those commands usireggame tasking file. Just place a



SLEEP in the tasking file after the EXEC command before the GET command for
the output file.

New Commands

POLL <milliseconds> Change the polling intervalhelpolling interval used to be
defined at compile time. It controls how often p8mack checks for and processes
tasking files. There may be times when you waisttthbe especially long (to avoid
consuming resources). In other cases, you may ivembe fast. It was easy enough to
fix, so we fixed it. You can now dynamically upddhe polling interval. Note that when
the process restarts (usually at reboot), themmplhterval resets to the value DropSmack
was originally compiled with.

DropSmack Updates
We realized that DropSmack needed to operate oe than one synchronization
program. To that end, we updated DropSmack to wattk several synchronization
programs in their default locations, including:

» Dropbox (of course) - %USERPROFILE%\Dropbox

*  Box - %WUSERPROFILE%\Documents\My Box Files

* SugarSync - %USERPROFILE%\Documents\My SugarSync

» SpiderOak - %USERPROFILE%\Documents\SpiderOak Hive

* Amazon Cloud Drive - %USERPROFILE%\Cloud Drive\Daeents

* Google Drive - %USERPROFILE%\Documents\Google Drive

» SkyDrive - %USERPROFILE%\SkyDrive

* JustCloud (Just because we can) - %USERPROFILE%kFsyaer

Future Work:

Dropbox likes to issue a popup notification whededfiare updated, new files are
added, or files are deleted from the synchronindiadder remotely. This isn’'t very good
from an operational security standpoint. We dogély want the user noticing every
time one of these files updates (since we sendtasking files and receive exfiltration
files). We should turn this off, but again, we deatabase access. To steal a technique
from other malware, we may opt to listen for th@a@aw notification and dismiss the
window before the user can see it.

Another issue for future work is better handlirfidasking files when we’re
sending to a box with multiple synchronization $ees. Currently the support here is
hack-ish at best. We can send a tasking fileltseaVices and then sleep, but otherwise
we may re-process the tasking file (ending in auese intensive loop). A related
problem is when we only want to process a taskranmachine connected to a service
synchronizing to many machines. Both of theseprablems can be resolved assigning
some sort of address to each DropSmack execut8aleh DropSmack executable would
then only process the tasking files with an ideaitaddress.



LAN Sync

The basic functionality behind LAN sync is to all@nly one machine on a LAN to
download an updated copy of a file. From therepthler machines on the same LAN
will retrieve the file from the machine on the IbtAN. This saves Internet bandwidth,
which may be considerable if many machines on @ineesL AN need to request copies of
the same file.

Attack Surface

LAN sync is an additional attack surface that carekploited in two primary ways.

First, they may open ports on the firewall that yoay not have access to open as a
regular user. In these cases, an attacker mighttsé process listening on the LAN sync
port and use that for his own communications. Sarchttack would help the attacker
blend in if the target network were monitoring coomitations. They would likely
already have rules in place to ignore any commuioics using the LAN sync ports.

The second use case for LAN sync involves attactiegsynchronization service itself.
We have not spent significant time reversing theNLgync protocols or fuzzing the
services, but these seem to be areas that arforipgploitation. Microsoft has had
numerous exploitable conditions in SMB (MS 08-088 10-020, MS 11-020, etc.) over
the years. Microsoft doubtlessly had a larger tigraent team with more eyes on the
vulnerable code than the LAN sync providers. Thakes it almost certain that there are
vulnerabilities in these products that are yetdallscovered.

Dropbox LAN sync

The Dropbox LAN sync protocol requires access t®@port 17500. According to
Dropbox documentation (https://www.dropbox.com/iEBY/en), machines using LAN
sync must be connected to the Internet as theyeesgncing orders from the Dropbox
servers. Dropbox is very noisy in its implemematof LAN sync, regularly
broadcasting to the LAN to notify potential cliemfsits presence.

SpiderOak LAN sync

The SpiderOak client listens on an RPC port for Léyc. The RPC port is dynamically
assigned but could be programmatically discoveseddmtacting the RPC port mapper
service (TCP port 135). The SpiderOak LAN synwiseralso broadcasts messages to
the network. It uses a UDP source port of 2132¥Vkapadcasts to UDP destination ports
21327 and 21328 every 30 seconds.

Detection:

Detection is a real problem. All of the workstatidass cloud backup solutions
we’ve investigated transfer files of HTTPS. Wenththat's swell. If they didn’t use
HTTPS, that would open up a whole host of new maisl. Other encrypted protocols
would likely require new firewall rules. Experientells us that new firewall rules ==
increased attack surface == increased likelihoatlsbmeone misconfigures something
(Win).

In the case that a client applications doesn’tarsencrypted protocol, your files
could be read while syncing to and from the clou@f course this is bad for a whole



number of reasons. Of course, that hasn’t stoppate really low-density cloud
providers from doing it in the past.

Dropbox uses Amazon S3 for back-end storage (asaity other cloud backup
solutions). One detection scheme involves blatikfiSor at least alerting) on
communications with S3 addresses. As more and appkcations migrate to Amazon
EC2 and S3, we expect this approach to becomeasiogy fragile. There will simply
be too many alerts to detect actual cloud backageis

A related, but more effective detection strategipisnplement monitoring at the
corporate DNS server. If DNS traffic is allowedspthe perimeter firewall from
machines other than the DNS server, packet ingpeatithe perimeter may be required.
In either case, the goal is to detect the DNS regumade to the specific cloud provider’s
servers for authentication purposes.

Are NGFWs the answer?

Since the first presentation at Blackhat EU, wdjeen told that next-gen
firewalls (NGFW) will prevent DropSmack from oparag. Intrigued by this possibility,
we examined what specifically an NGFW would briaghe table. One of the many
touted benefits of an NGFW is the possibility ofL.38oxy and inspection. We think
this may cause as many problems as it solvessstilliworthy of consideration.

We do concede that NGFW deployments are usef@stricting illicit
deployments of cloud synchronization programs. aBse they can inspect the contents
of an SSL stream, NGFWs are able to differentiate/ben SSL connections destined for
Content Distribution Networks (CDN) and online sige, both of which are often stored
in Amazon S3. This allows the network operatoilga®termine which applications are
communicating on the network and block specificliapgions as they see fit.

However, an NGFW solution falls short in two spectfases. First, we do not
see how they can stop DropSmack from communicatibr@pSmack communicates by
placing commands inside files that are automaticalhchronized. We fail to see how
an NGFW would detect which files contained commaamts block only those file. Of
course, NGFW operators could create signaturebehst of DropSmack commands.
However, because the source of DropSmack is fieeailable, the commands could be
easily changed, yielding this approach impotent.

The second shortcoming of an NGFW for this solutiomolves detecting
exfiltration. It is possible that an NGFW mighttelet an encrypted RAR file being
synchronized and flag on that. However, we ddnfik this is a sure thing. Even still,
how will an NGFW determine which normal office dooents a user meant to
synchronize to the cloud and which ones are beififirated by the attacker?
Organizations could couple an NGFW with a DLP gsyste achieve some greater
fidelity in this area, though we have never obsérsiech a deployment in our consulting
practice (and don’t get me started on the weaksesfsmany DLP systems).

Whitelisting

This isn’t at all cloud synchronization specifidlowever, the most effective way
we’ve found to detect insiders running unauthorizledid synchronization software (or
any software for that matter) is application whdkehg. It helps a lot. Another possible
approach is to scan user profiles for related 8iase most synchronization clients install



there. Roaming user profiles help a lot with girgce profile information is
synchronized back to a central server in the offieeaming profiles introduce new risks
however, so you need to think hard before implemgrinem (if you haven’t already
accepted the inherent risk).

Insecure Authentication

It seems insane, but some synchronization sereiceeslly implement very
insecure authentication. While searching for Sky®market share or some such on
Google, we came across “news for SkyDrive.” Thislis to a “news” site where there
was a supposed news article in the “Community E/esgction of an online newspaper.
Here, we were told that we should drop Dropbox, g@®rive, and SkyDrive in favor
of another provider. The provider's name? Jusi@lo

We’d never heard of JustCloud, but a quick seaurated up several other faux
news items about how awesome they are. We eve fihat they are rated #1 at
www.thetop10bestonlinebackup.com.
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“So there you have it” | thought. My search forudlosynchronization providers is over.
Like any self-respecting security researcher, isteged for an account with a throwaway
email address and started researching.

While installing the application, | fired up witeark and saw something | hadn’t
seen investigating any other cloud synchronizgtiavider: HTTP. | know what you're
thinking. It must be something like grabbing aags, or a stock file, or something.
This can’t possibly be authentication (or worsk, fiiansfer). Well, not to disappoint, the
folks at JustCloud were fine with authenticating@oMTTP. Just look at the POST
contents below:

credentials=

{"token" : " - 0 S 1e ] d7 7e6ed3_qgjnokbajb515d
sop I <, "secret " : " I, "2pp_time":607812, "app v
ersion":"1.4.0.14", "app_key":"jdi dotnet"}



| checked the configuration options to see if palgdi had unwittingly misconfigured by
clicking ‘Next’ repeatedly on the installer. Itrhis out that you can enable HTTPS for
authentication, but for some reason this is notefault. Also, for some reason, they
find it necessary to specify that all “file datailvbe send using HTTPS. We can't figure
out why this really matters if authentication isixdaising only HTTP.

Connection Security

Use HTTPS
@ Use HTTP

Note: All file data will be transmitted using secure HTTPS regardless of the above selection

Further examining the client, | checked my inbofina my welcome email. This one
was another winner. In a world where far too mpegple send me my password in
plaintext, | was delighted to see that JustClouelsdd send passwords in email. All they
include is a link used to validate your email addreight?

Not quite. It turns out that the lillkOGS YOU INTO THE SERVICE . What's
better is that the link doesn’t expire. It's gdod multiple authentication attempts. It's
like free beer that never goes stale.

7)

JustCloud <support@justcloud.com:> 1

Hi joe,
Congratulations on making the smart decision to backup your computer
Once installed, JustCloud will automatically start to backup your files and store them securely online

To view, open, download, or share your files just login to your online control panel

Control Panel: http-//www justcloud.com//i?11_14706111_unkown_ GG

Login Details
Email
Password: *** Chosen By You ***

General Post Exploitation Ideas
» Steal Backup Files
* Upload Infected Files to the Cloud
» Find additional connected devices
» Cancel the account, deleting all stored files
* Find new contact information
» Discover deleted files that were previously synamed

So how is buffoonery like this useful for post ation? Well, imagine you
compromise an email server in a pen test. Onbeofitst things I'm looking for now are



emails from JustCloud. This is a real win since gan access all files a user has backed
up using this link thatever expires This is desirable even if you have network asces
to the victim machine from which the files werelaved. If you download 20 gigabytes
of data from a victim network, anyone running netamonitoring software (such as the
awesome Security Onion distro) would have to beddolo miss it. However, the victim
network’s monitoring software won't see you dowrdwey from the service provider and
that's a win for you!

Also, the user may have put a phone number icltbet in an attempt to get
more free space or something similar. Here we able to find phone numbers of a
victim just by clicking the link from a compromisegeb server. Configured email
addresses are also a possibility, but in this essgained access to the portal by stealing
an email link (so we presume you already have that)

& My Account @ Transaction History 8l Health Check
Name
Email I
Phone
Cell Phone

Transaction history, connected devices, and cdiumelogs are also useful when
profiling a victim. On most systems, once you dwa web portal account, you own the
user’s account.

What about sending files to a victim machine? t’Breapossibility too. Most
providers allow you to send files from the web pbdirectly to the synchronized
devices. The upload dialog shown below is fromtQlasid, but it is representative of
other service offerings. After compromising thevp®rtal accounts, you could easily
upload infected files (or replace already preseed fvith infected copies) that a user may
later open.



¢ Upload to ‘Sync Folder’

RSS Anyone?

Dropbox has a useful post-exploitation featuredida’t find in any other service
offering. Dropbox allows you to configure RSS uggda This is tremendously useful if
you want to CyberStalk your victims from afar. Pbmx does implement some security
with this RSS feed. The links provided in the R8&1 do not allow direct downloading
of the files, you’ll need to re-authenticate to Hegvice to download files. However, in
some cases filenames are enough to derive corBest of all, your monitoring of the
RSS feed isn't logged anywhere that’s visible & tfctim.

Network Backup

We found an odd configuration option in SpiderO&llike most providers,
SpiderOak encrypts all data on the user’'s machafieré uploading to the cloud. They
claim to never store the key, so you're data isetely safe. Based on our testing, we
tend to believe them. However, we were very irgime in a configuration option that
allows you to back up encrypted blocks (the sarmggthbeing sent to the cloud) on a
networked machine of your choosing. Note that gao send the data to an FTP server.
Since the credentials are sent in the clear, tlogiges an easy vector for stealing
credentials (useful when pivoting). Open the ogunfation, change the server to an
address you own, fire up an FTP server there, atpaicket capture and win. This
technique works even if the user has configured”s&g the protocol of choice. Just
change to FTP and you get the user’s credentialbairserver. This allows us to pivot
to that server to see what else we can see. Wis@ll know how common credential
reuse isO.



“y Preferences =

[¥] Keep my own copy of all archived data blocks

1
Type: [FTP Server M|
|

Location:
Hostname: myEvilBackupServer Port: 22
Username:  evilguy

Password: eeesssssessesses

Enabling this option will cause SpiderOak to send a copy of all new encrypted data
blocks to the location you have chosen. SpiderOak will then check this location first
when restoring data.

This can increase the speed of large restores when available bandwidth is a limiting
factor.

Remote Diagnostics

We ran out of time before the submission deadtnin this one to ground, but
we found something called “Remote Diagnostics” ttaat be enabled. Whatever this is,
we're betting it's not good for your security. Ly the default is disabled. However,
when troubleshooting a problem, most users wilb&nanything and everything.

- Preferences
| |
e
Disable the SpiderOak Hive folder on this device? )
Disable Automatic Software Update? )
o
Location for folders/files downloaded through SpiderOak:
C:\Users\Jake\Downloads 'E
Log files

In addition to log files in the cloud, many sengadso create log files on the host.
These are useful because some services leaveftihdses in the user’s profile even after
they are uninstalled. Many providers write the fites to the user’s roaming profile.

This has significant implications if you have commised a server with roaming profile
backups. Note that many providers do not remogédfs when the product is



uninstalled. They are left on the machine alonipwther configuration settings
(presumably in case a user later re-installs tbdymt?).

filedb.cpp:2954!FileDB: :GetNewDBENtryPos (DETAIL): FILEDB: putting entry at end of db, pos 2068
filedb.cpp:1892!FileDB: :RecordItem (DETAIL): FILEDB: writing file F60DD78EAC95B915!104 to pos 2068, flush: 0

drive.cpp:2643!sendeventTouI (DETAIL): sending a event 3 for 're?shot—skydr1ve.txt',
filestatusnotifier.cpp:562!FilestatusNotifier::LogItemstatusNoti

apiloop.cpp:175!ApiLoop: :ActivityEventHandler (DETAIL): ActivityEventHandler called

SQLite Databases

caused by user 0 on install 0
ication (DETAIL): path: c:\Users\Jake\skyDrive\regshot-skydrive.txt

Many providers use SQLite databases. While Dramyxrypts their databases,
most providers do not. This allows you to fingfilames, file sizes, and in some cases
even hashes of files that have been synchronizétetoloud. This is particularly useful
for finding files that once existed on a victim rhaee but are no longer present.

path fileName hash size
{syncfolder} {syncfolder} 0

! {syncfolder}\ JustCloud Quick Start Guide.pdf | 9c92b30d88e47418651552e040561(76 | 991271

i {source: 112103771 [ 0

I {source:112103771C:A Users 0

I {source:112103771C: \Wsers\ Jake 0

I {source: 112103771 C: \Users\J ake\ Desktop 0
{source: 112103771 C:\Users\ ake\Desktoph | desktop.ini 9e36cc3537ee9eele3bl 0fade761045b | 282

i {source: 112103771 C:\Users\ ake\Desktoph | regshot.exe aaabffbcace9cd4999a77d63e0faB0f85 | 73728
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