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Abstract

WirelessnetworksbasedonIEEE802.11arebecomingintegral partsof anyenterprisenetwork.Theinherentopennessof
thesenetworksmakesthema targetfor attackers. Thecoverageof wirelessnetworkscannotbeconfinedbywallsor obstacles.
Thetaskof an enterprisenetworkadministrator is thuscompoundedby theintroductionof wirelesstechnology. Mostof the
attacksonwirelessnetworksaredueto vulnerabilities in theMediumAccessControl (MAC) Layer. Thisfactdrivestheneed
for a MAC layernetworkmonitoringsystem.

Aspart of theKonarkprojectwehavedevelopeda mobile-agentbasednetworkmonitoringsystemfor thewirednetwork.
This systemfacilitates centralized viewing of networkalerts through cooperating agents. The main contribution of this
project is the developmentand deploymentof an analysisand attack detectiontool for 802.11wirelessnetworks. Events
generatedbythis tool arecorrelatedusingKonarkmonitoringagentsandtheadministrator is alerted.Wefocusondetection
of MAC addressspoofing, Denial of Serviceattacksandnetworkmisconfigurations. We alsoprovideservicesto users and
applications.Thisreportdescribesthedifferentmodesin which networkmonitoringcouldbedonein an enterprisenetwork
usingsuch a tool. Thetrade-offs involvedwith each modeof operation is describedtoo.

1 Intr oduction

Oneof theimportanttasksof asystemadministratoris to monitornetworksto ensurepropersystemoperationandprotect
systemresourcesfrom beingmisusedby intrudersor attackers. This typically involvesmonitoring for inconsistenciesin
useractivities, resourceusage,systemconfiguration,andenforcingsecuritypolicies. A large enterprisenetwork typically
consistsof hundredsof nodesandresourceswith varyingamountof heterogeneityamongthemin termsof thehardwareand
softwareused.In the last few years,wirelessnetworksarebecomingintegral componentsof any enterprisenetwork. Most
of thesenetworksarebasedon theIEEE802.11standard[1]. Thecommunicationmediumin wirelesstechnologyis anopen
broadcastmedium.Further, it is verydifficult to confineradiowavesto aparticularareaasthey pervadewallsandobstacles.
Thesereasonsmake it easierfor attackersandwar-driversto identify wirelessnetworksandlaunchattacks.

Most of thesecurityvulnerabilitiesin wirelessnetworksarein theMediumAccessControl (MAC) sublayer. For attacks
in theupperlayersof theprotocolstacktherearewell known detectiontoolsavailablefor theadministrator[2]. Thereare
wirelessnetwork analyzersfor 802.11wirelessnetworks,but mostof themrequiremanualanalysisto detectattacks.These
analysistools cannotdetectattackswhereMAC addressesarespoofedandarebestusedfor detectingnetwork misconfig-
urationsandfailures. Our objective is to provide a wirelessnetwork analysissystemthatwill alert theadministratorabout
possibleattacksor misconfigurationswith minimumlatency.

We have developeda mobile-agentbasednetwork monitoringsystem(Konark)for centralizedmonitoringof networks.
This monitoringsystemis basedon the conceptof co-operatingagentsandusesa publish-subscribeparadigmto achieve
communicationbetweenmonitoringagentsin thesystem.

The main contribution of this work is to show the needfor a MAC layer analysistool for monitoring 802.11based
wirelessnetworks.Thisprojectalsoshowsdifferentwaysby whicha layer-2 wirelessmonitoringtool canbeintegratedwith
anexistingnetwork monitoringsystemto enhancethemonitoringcapabilitiesof thesystem.WehavedevelopedaMAC layer
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basedtool thatis capableof detectingmostattacksandmisconfigurationsin awirelessnetwork. Wehave integratedthis tool
with analreadyexistingnetwork monitoringsystemmakingthis systemmorecomprehensive in termsof monitoring.

This reportis organizedasfollows. In section2, we provide anoverview of theIEEE 802.11standardwith introduction
to thedifferenttermsthatwill beusedin thereport.We discussthepotentialthreatsto openwirelessnetworksin section3.
This sectionthendiscussesdetailsaboutthedifferentmodesin which theKonarkmonitoringsystemcanbeoperatedwith
a MAC layeranalysistool in place.Finally, this sectiondiscussesthedifferentdetectionstrategiesusedin thetool we have
developed. Descriptionof the experimentalsetupwe have usedis discussedin section9. Relatedwork is discussedin
section10. In section11,wepresentconclusionsandfuturework.

2 IEEE 802.11Network Overview

IEEE proposesa protocolstandardfor wirelessLANs called IEEE 802.11[1]. This protocoloperatesat the Physical
(PHY) andMedium AccessControl (MAC) layers. 802.11networks operatesin oneof the2 modes:infrastructure mode
andad-hocmode.In ad-hocmodewirelessclientscandirectlycommunicatewith eachother. However, in theinfrastructure
modewirelessclientscommunicatewith a centralbasestationcalledAccessPoint (AP). Theaccesspoint actsasa bridge
forwardingpacketsonto the appropriatenetwork (wired or wireless). We concentrateon wirelessLANs operatingin the
infrastructuremodein our work. At theMAC layer IEEE 802.11implementsCSMA/CA (CarrierSenseMultiple Access/
CollisionAvoidance).Simultaneoustransmissionsarehandledby theBinaryExponentialBack-off algorithm.Hiddenstation
problemsaresolvedby exchangeof RTS (Ready-To-Send)andCTS(Clear-To-Send)frames.

A BasicServiceSet(BSS)is a setof stationscapableof communicatingwith eachother. An ad-hocnetwork is called
an IndependentBasicServiceSet(IBSS). In the infrastructuremode,many BSSscould becombinedto form anExtended
ServiceSet(ESS).Thearchitecturalcomponentusedto interconnecttheBSSsto form anESSis calledaDistributionSystem
(DS).An AP couldbeviewedasastationproviding accessto theDSandits services.IEEE doesnotdefineany standardfor
theDS.

Prior to datacommunication,wirelessstationsandAPsmustestablisha relationshipcalledassociation. Theassociation
processis a2-stepprocessinvolving threestates.Managementframes(Figure4) needto beexchangedbetweenthewireless
stationandthe AP for transitionbetweenthesestates.A stationkeepstwo statevariablesfor eachstationit would like to
communicatewith. Notethatwe consideranAP to bea stationtoo. Thetwo statevariablesareAuthenticationstate(values
areunauthenticatedor authenticated)andAssociatedstate(valuesareunassociatedandassociated).Thethreestatesformed
by thesestatevariablesare:

1. UnauthenticatedandUnassociated

2. AuthenticatedandUnassociated

3. AuthenticatedandAssociated

Thestatetransitiondiagrambetweenthese3 statesis shown in figure1.
APscouldtransmitbeaconmanagementframesat fixedintervalsadvertisingthemselves.Theformatof a typical beacon

frame is shown in Table2. A client listensto thesebeaconframesto decideas to which AP to associatewith. Service
SetIdentifiers (SSIDs)aregenerallypresentedto the userin the beaconframes. A client may alsosenda proberequest
managementframe(Table8) to find an AP affiliated with a particularSSID. After a wirelessclient identifiesan AP, the
client andtheAP performauthentication.Most networksimplementMAC addressbasedaccesscontrol lists (ACL) with no
explicit authenticationprotocol. This is calledopenauthenticationandis thedefault protocolin 802.11.IEEE 802.11also
definesa sharedkey basedmutualauthenticationscheme.WiredEquivalentPrivacy(WEP)protocolis designedto provide
confidentialityin 802.11.Sharedkey authenticationis basedon a challenge-responseprotocolandWEPis usedto encrypt
thechallengetext. Oncea wirelessclient is successfullyauthenticatedtheAP movesfrom state1 to state2 (Authenticated
andUnassociatedstate)andanAssociationrequestframe(Table4) is sentby theclient. TheAP respondswith anAssociation
responseframeandthe client is now associatedwith the AP andcouldsenddataframes(Figure3). Every framehastwo
framecontrolbits ”To DS” and”From DS”. Thesebits indicateif the frameis enteringtheDS or exiting it. Both of these
bits cannotbetrueat thesametime. Managementframeshave boththesebits reset.Frameformatsandframetypesin each
classarelistedin AppendixA.

A roamingusercouldassociatewith anAP closestto him/herin anESS.Whena wirelessclient wantsto associatewith
anotherAP within thesameESS,authenticationneednottakeplaceagain. However, areassociationneedsto takeplaceasthe
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Figure 1. State Transition Diagram

associationrelationshipchanges.This is doneby a Reassociationrequestanda correspondingReassociationresponsefrom
theAP. An AP coulddisassociateor deauthenticateaclientusingtheDisassociationframe(Table3) andtheDeAuthentication
frame(Table11). A client couldalsorequestdisassociationor deauthenticationfrom anAP.

IEEE802.11is aMAC protocolandaddressingis basedon the6-byteuniqueMAC addressassociatedwith eachnetwork
interfacecard.A broadcastaddressis all 1s in the6-byteaddress.BeaconframesandProberequestframeshave broadcast
addressesin their destinationaddressfield. It mustalsobeobservedthattheseaddressesaresentin theclearasthemanage-
mentframesandMAC headersof any framein 802.11is not encrypted.802.11frameshave sequencenumbersthatare12
bits longrangingfrom 0-4095.A MAC framecouldbefragmented.Fragmentedframeshave thesamesequencenumberbut
will havedifferentfragmentnumbers.

3 SystemOverview and Capabilities

Thegoalsof any wirelessmonitoringsystemcanbecategorizedbroadlyinto,MonitoringobjectivesandServiceProvision-
ing objectives.Monitoringobjectivesincludemonitoringthewirelessnetwork for possibleattacks,detectionandresponseto
unauthorizeduse,andalertingadministratorsor usersregardingpossiblenetwork misconfigurationsor failures.Servicesare
providedto ubiquitousapplicationsregardingproximity of usersandusermobility patterns,to usersregardingaccountusage
andmisconfigurations,andto serviceprovidersregardingusagepatternsandnetwork coverage.

4 Konark: A Mobile Agent basedNetwork Monitoring System

Thistool is integratedwith Konark[3, 4,5], anagent-basednetwork monitoringsystemthatfacilitatesdynamicextensibil-
ity of monitoringfunctions,activemonitoring,easyintegrationof off-the-shelfcomponentsanddistributedeventcorrelation.
Monitoring agentsin Konarkcanbepoweredwith monitoringcapabilitiesin theform of detectorsto parseandanalyzelog
files andgenerateevents. Theseagentsarealsocapableof subscribingto eventsfrom otheragents. With detectionand
subscriptioncapabilitiesmonitoringagentscanmakecorrelationsandtakeappropriateactionsor alerttheadministrator. The
capabilitiesof theseagentscanbedynamicallymodifiedor extended.ControllingtheKonarkmonitoringsystemis easywith
anuserfriendly GUI.
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Capabilitiesof Konarkareenhancedby integratingthissystemwith it. Eventsgeneratedby thissystemarecorrelatedwith
host-level Konarkeventsto gain insight into anattacker’s activity andorigin. Correlatedeventscanalsobedisseminatedto
aid in theserviceprovisioningobjectivesof thesystem.Weusethemonitoringagentsof Konarkto generateeventsfrom the
syslogfile (loggedby theAP) or any otheralertfile. APscouldbegeographicallydispersedthoughthey belongto thesame
ESS.Agentsfacilitateeventcorrelationfrom dispersedsources.

5 Potential Thr eats

Wirelessnetworks basedon 802.11arevulnerableto many attacks[6]. As part of this work we focuson the following
threats:

1. MAC addressspoofing.

2. Denial-of-Serviceattackson wirelesscomponents.

3. Network misconfigurationsor failures.

5.1 MAC addressspoofing

Changingthe MAC addressof a wirelesscardis a very trivial taskthat canbe performedby novice attackerstoo, asit
canbedoneby software.Most wirelessinfrastructuresusea MAC-basedaccesscontrol list to authenticateandlet wireless
clientsassociate.A simplecommandis all that is neededto spooftheMAC addressandmostdriversprovide this facility.
With aspoofedMAC addressamalicioususercouldexploit thenetwork in thefollowing ways,

� A malicioususercouldchangetheir MAC addressandposeasa legitimateuserto gain entry into thenetwork. With
packet sniffersfor wirelessnetworksavailablefor free,coupledwith thefactthatMAC addressesaresentin theclear,
it takeslittle effort for anadventurousattacker to sniff out legitimateMAC addressesandusethemto gain accessto
thenetwork. This is particularlyeasywhereaccesspointsareconfiguredfor openauthentication.Evenwith shared
key authenticationenabledit hasbeenshown thatWEPis not asafeencryptionalgorithmatany key size[7, 6].

� An attacker couldadvertiseasa legitimateAP by usingtheMAC addressof anAP andcouldgetclientsto connect
with itself. We termtheseAPsasFakeAPs.

� An attackercouldlaunchDenial-of-Serviceattacksby sendingspoofeddeauthenticateor disassociateframesto clients
loggedon to thenetwork.

The above mentionedattacksareparticularlyeasywith programsand librariessuchasmacchanger [8], FakeAP [9] and
LibRadiate[10] readilyavailable.

5.2 Denial-of-ServiceAttacks

In [11], it is shown thatevenwith authenticationmechanisms,wirelessnetworksbasedonIEEE802.11standardareprone
to denial-of-serviceattacks.This is mainlybecausemanagementandcontrolframesarenotencrypted.Wehavealreadyseen
onekind of DOSattackwhereamalicioususerconstructsadeauthenticationor adisassociationrequestandsendsit to aclient
whomit wantsto disconnectfrom thenetwork. A client launchinga DOSattackon anaccesspoint could repeatedlysend
authenticationrequestframesin ashortinterval of time. An accesspointhasto retainstateafteranauthenticationrequestby
a clientandbeforea clientassociateswith it. A client couldcontinuouslyflood theaccesspoint with authenticationrequests
makingthe accesspoint incapableof acceptingmoreclient requests.RTS andCTS control framesareusedfor collision
avoidancein the 802.11MAC protocol. RTS flood attackscould be conductedby continuouslyemitting RTS framesand
denying otherstationsfrom usingthemedium.
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Figure 2. Modes of Operation

5.3 Network misconfiguration or Failur es

Accesspointscould fail, shuttingoff servicesfor clients. As wirelessequipmentbecomesinexpensive, it becomeseasy
for unauthorizedusersto establishtheir own accesspoints. The problemwith suchrogueaccesspoints is that they may
notconformto anorganizationssecuritypolicies.Organizationshaving wirelessinfrastructurecouldhavepoliciesregarding
acceptablesignalstrengths,encryption,supportedratesetc.For example,anorganizationcouldhave apolicy wherebycertain
sensitiveaccesspointsneedto haveencryptionandauthenticationenabled.Thereis alwaysapossibilityof policy violationin
hugeorganizationswherea largenumberof network componentsneedto bemaintained.Suchmisconfigurationsandpolicy
violationsneedto bereported.

6 Modesof Operation

The Konarknetwork monitoringsystemcanoperatein 3 modeswith wirelessnetwork monitoringtools in place. The
figure 2 illustratesthesemodesof operation. In the first modeof operation,we install notebookPCs/laptops/PCswith
wirelesscardsat strategic points in the network to get entire wirelessnetwork coverage. Thesehostsrun a monitoring
daemonthatanalyzespacketsfrom thewirelessmediumandgeneratesevents.For themonitoringdaemonto analyzepackets
a packet capturingsoftwarehasto berunningon thehostunderroot privileges.A packet capturingprogramis goingto put
thecardin RFMON (monitoring)modeandthusthroughthewirelesscardno transmissionscantake place.Themonitoring
daemonhasconfigurableoptionsandthedetectioncapabilitiesof thedaemoncanbealtered.Thisdaemonanalyzespackets,
makescorrelationsandgeneratesanalertfile.

Thesehostscouldhaveanadditionalinterfacethroughwhich they couldconnectto thewiredLAN. If they areconnected
to awirednetwork, aKonarkmonitoringagentis sentto thesemachinesto generateeventsafterreadingthealertfile written
by the daemon.However if they do not have awired network connectionwe needswitch from RFMON modeto normal
modeandtransmitany eventsgenerated.This switchinghasto bedoneat certainintervalsof time dependingon thenumber
of eventsgeneratedby themonitoringdaemon.However, eventsgeneratedby thedaemonaresentthroughthesamewireless
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Attack/Misconfigurations Mode1 Mode2 Mode3
(Dedicatednotebooks/PCs) (PDAs) (AP logs)

MAC spoofing Possible Not possible Possiblein somecases
( 2 identicalclientsassociated
with differentAPsin anESS)

DOSAttacks Possible Not possible Possiblein somecases
( Cannotdetectforced

deauthentiction/disassociation)
Network Misconfigurations Possible Possible Possiblein somecases

/Failures ( CannotdetectrogueAPs)

Table 1. Capabilities in each mode of operation

mediumwhich maynot besafe.To avoid this thedaemonwould requesttheKonarksystemto sendanagentto collect the
eventsgeneratedby it whenit switchesto normalmode.KonarkmonitoringagentsaredevelopedusingtheAjantamobile-
agentprogrammingframework. Ajanta [12] providestamper-proof mechanismsfor securingdataon agents.An alternate
designwould befor thedaemonto launchanagentandsendtheeventsgatheredby it to anadministrator. ExistingKonark
agentsprovide for authenticatedRMI. Agentsalsoprovide supportfor disconnectedoperations.With thesecapabilitiesa
third alternative would be,to have agentsrunningon themonitoringdaemongatheringevents,andtransmittingthemusing
authenticatedRMI at intervalsof time to subscriberagentson thewired network. This eventtransmissiontakesplacewhen
thedaemonchangesfrom RFMONto normalmode.

Thisis themostpowerful modeof operationasall of thementionedmonitoringobjectivescanbeachievedin thismode.At
thesametime, this approachis themostexpensive in termsof costandcomputation.Strategically placingthesemonitoring
daemonsto getentirenetwork coverageis not trivial.

In the secondmodeof operation,the above mentioneddaemonwill be runningon a PDA or an handhelddevice. An
administratorhasto take awalk throughthecampuswherethewirelessLAN is deployed. Thedaemongeneratesalertson
the terminal. We would like to provide off-loading of eventsfrom the hand-heldto the wired network too. The functions
of thedaemonarescaleddown. This is oneof theweakestmodesof operation.This modeof operationcannotdetectDOS
attacksandotherattacksthat requireonlinemonitoring. It is however usefulfor identifying network misconfigurationsand
failures.

MostAPsin anESSareconnectedby awiredDS.APscanlog informationaboutpacketsgoingthroughthemin asyslog
file. Monitoringagentsaresentto parsethesefilesandgeneratealerts.Thismodeof operationis theleastexpensiveasit uses
theexisting infrastructure.But thismodeis not aspowerful asmode1. Wewill notbeableto detectforceddeauthentication
attacks,rogueAPs,fake APsor do any kind of sequencenumberanalysisin this mode.Thecapabilitiesof the3 modesof
operationaresummarizedin Table1.

7 DetectionLogic and Response

We detectmostof the attacksconductedby MAC spoofingusinga sequencenumberanalysistechniqueasdiscussed
in [13]. It is observedthatthesequencenumberfield in a802.11frameis put in by thefirmware.Thesequencenumberfield
(Figure3) in a frameis a 12 bit field thathasa valuebetween0 and4095. As eachframeis emittedby a wirelessstation
(client or anaccesspoint), thesequencenumberis incrementedby 1 andit wrapsaroundat 4095.Thusit is highly unlikely
thatsequencenumbersof 2 stationshaving thesameMAC addressareidentical.By observingsequencenumbersin frames
we candetectany MAC addressspoofinggoing on in the network. An assumptionmadehereis that both the legitimate
wirelessstationandthefakingoneareon thenetwork at thesametime.

Analysisof packetsis intensivein computing.Themonitoringdaemonanalyzespacketsby takingpacketsfrom thepacket
capturingtool. This maycausethepacket capturingtool to droppacketsif theanalyzeris working at a slower pace.Dueto
suchlimitationsof thetoolswe useto capturepacketsfor sequencenumberanalysis,we mayhave to fix a thresholdfor the
sequencenumberdifference.If this thresholdis small thenwe maygeta lot of falsepositives. We have chosena tolerance
of 20 i.e., we concludethatmaliciousactivity is goingon in thenetwork if we happento seeframesfrom thesamesource
having sequencenumbersdiffering by morethan20 values.But now thequestionarisesasto how canwe detect attackers
who gain accessto the network in a time framedisjoint to that of the legitimateuser?.We implementa policy wherewe
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specifylikely timeswhenwe expectto seeactivity from a particularuserandflag off alertswhenwe observe MAC activity
of theuserduringothertimes. We alsoprovide notificationto theownerof thewirelessclient whenhe/sheassociateswith
thenetwork. We getthis informationfrom thesyslogfile (mode3) or by observingassociaterequestsandresponses(mode
1). In this way, anuseris awareabouthisusagepatternandcannotify thenetwork administratorif thereis any discrepancy.

Thereis alsoa possibility in anExtendedServiceSet(ESS)having many accesspointsthata legitimateuserconnectsto
oneaccesspointandthemalicioususerto anotherthatareoutof rangeof eachother. In suchascenario,weneedsomekind
of distributedcorrelationto bedone.Ourmonitoringdaemonis presentin many locationsto getcompletenetwork coverage.
Konarkmonitoringagentscansubscribeto associaterequesteventsandmake correlations.Our monitoringdaemonrecords
authenticationsandassociationsalongwith thesequencenumberof theframeandalsothetime of logging. Thecentralized
correlationdetectorscould checkoverlappingtime intervals of theseeventsfrom the samesourceand raisealertsto the
administrator. Otherthannotificationto theuseraboutsuspectedMAC spoofing,repeatedinstancesof suchMAC spoofing
with thesameaddresswould leadto theMAC addressto beblacklistedandremovedfrom theaccesscontrollist of theESS.

Accesspointsemit beaconframesadvertisingtheir presenceto clientswho would like to logonto thenetwork. Like any
otherwirelessstationan accesspoint incrementsa sequencenumberandputsit in eachframeit is going to transmit. An
attacker who tries to spoof the accesspoint’s MAC addressand advertiseshimself asa legitimateportal into the network
will haveanout-of-ordersequencenumberfield from theauthenticaccesspoint. Ourmonitoringdaemonwill recordbeacon
framesandproberesponseswith their sequencenumbersandgenerateeventsin caseof mismatch.Again monitoringagents
couldmake highercorrelationsto detectfake accesspointsthatareout of rangewith theauthenticone.Every beaconframe
is not logged,insteadwerecordbeaconframes/proberesponsesat particularintervals.

Disassociate/Deauthenticationrequestscanbe senteitherby an accesspoint removing a wirelessclientsor a wireless
client canrequestdisassociationfrom anaccesspoint. Whena maliciousclient sendssucha frameto disassociateanother
client it would fake asanaccesspoint. Comparingthesequencenumberof this framewith thelastframesentby theaccess
point we caninfer thata fakingclient hadlaunchedanattack.Authenticationfloodson anaccesspoint canbedetectedby
themonitoringdaemonthroughtraffic analysisandpacket typecount.We couldalsodetectsuchflood attacksby analyzing
thesyslogfile generatedby theAP.

Failure of accesspointsthat advertiseby meansof beaconframescaneasilybedeterminedby missingbeacons.Some
networksmay implementa policy whereby accesspointsdo not advertisebeaconframes.To detectfailureof suchaccess
pointsthe monitoringdaemonsendsproberequestswhenit switchesout of RFMON modeandwaits for proberesponses
from theaccesspoint to checkfor liveness.AP logscanalsobe analyzedfor livenessof APs.Configurationparametersfrom
beaconframesareanalyzedto seeif accesspointsareconfiguredaccordingto thenormsof thenetwork. Signalstrengthsare
analyzedto ensurenetwork livenessandcoverage.

Our monitoringdaemoncansniff out presenceof rogueaccesspointsby comparingit with a baselinenetwork configura-
tion which is fed to thesystembeforestartup.It is not enoughif we monitoronly thebeaconframesasrogueaccesspoints
maynot transmitbeaconframes.It is essentialthatwemonitorotherframestoo (Proberequests/responses)andlook out for
MAC addressesin theframethatarenot known in thebaseline.This baselinenetwork configurationshouldbeextensibleas
thenetwork configurationchanges(accesspointsareinstalledor removed). In caseof any misconfigurationsor failures,the
administratorcouldbealertedto takenecessaryaction.

8 Service Provisioning Objectives

Apart from failureandattackdetectionwe provide servicesto usersandapplications.Ubiquitousapplicationsgenerally
requireuserproximity detectionand tracking. Sincewe log userassociationswith accesspoints we can determinethe
proximity of the userto theaccesspoint. This kind of servicewould useexisting infrastructurewithout theneedfor GPS
tracking. Sucha serviceis usefulin a smallgeographicareathat is entirelycoveredby thesamewirelessnetwork. Konark
supportsa publish-subscribeparadigm.Associationeventscould be gatheredfrom the monitoringdaemonby the Konark
monitoringagentsandappropriateapplicationscouldsubscribeto theseevents.Associationeventscouldbegatheredfrom
theAP logs(syslog)aswell. Triangulationmethodscouldbeusedto geta morepreciselocationof theuser.

RepeatedDHCP denials,frequentdisassociationsand reassociationswith the sameaccesspoint and unknown frame
transmittalsby aclient couldmeanerrorsin theclient’s configurationor bruteforceattacks.To improve thewirelessservice
to theclient,sucheventscouldbenotifiedto theownerof thewirelessclient.
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9 Experimental Setup

WeconductedexperimentsontheComputerSciencedepartmentwirelessLAN to evaluatethesystem.Thedepartmenthas
many APsinstalledondifferentfloorsof thebuilding to form anESS.TheAPsaremainlyCiscoAironetAccessPoints[14]
(340and350series)with softwarerelease12 and above. Thewirelessnetwork in thedepartmenthasanopenauthentication
schemebasedon a MAC addressACL. Encryptionis not enabledin theAPsaskey distribution is a tedioustask.Userswho
wantto usethenetwork have to gettheir wirelesscardMAC addressregisteredwith thesystemadministrator.

We usedthreenotebookPCsto simulateattackscenariosanddetectthem. All thenotebookswereusingCiscoAironet
340/350serieswirelesscards. The PCswererunningdifferentLinux flavors with aironetdrivers. MAC spoofingcanbe
doneat thecommandline usingthe ifconfigtool on thesenotebooks.ThemonitoringdaemonusedKismet[15] asthepacket
capturingsoftwareandEthereal [16] as the packet analyzer. The daemonitself waswritten in C++. To run Kismet and
capturepacketsthecardhasto berun in monitoringmode(RFMON).This requiresroot privilegeson thenotebookPCs.

We could spooftheMAC addressof analreadyregisteredcardandgain accessto thenetwork. Themonitoringdaemon
detectedthis misuseby sequencenumberanalysiswhenboth the legitimateclient andthe faking client wereconnectedto
thenetwork. Wedetectedfake androgueAPsby generatingattacktracesandfeedingit to thedaemon.Wewill extendthese
experimentsby usingavailableattacktools like FakeAP [9] in the nearfuture. DOS attacksweresimulatedby manually
constructingattacktraces.We have identifiedpacket injection librarieslike LibRadiate[10] that couldbeusedto actually
conductsuchattacks.

APs in the departmentnetwork broadcastbeaconframesevery 100 milliseconds.Our monitoringdaemonwasslow in
processingevery beaconframe. A slow daemonwascausingKismet to droppacketsrandomly. Hencewe hadto fine tune
our daemonto analyzeonein tenbeaconframessothatwehavecontrolon thepacketsthatarebeingdropped.

APscanbeconfiguredto log eventsin a log file. We hadlogsof APswritten to syslogfiles. Konarkagentsweremade
to parsethesesyslogfiles andgenerateevents.Facilitatingsyslogfile parsingby monitoringagentswasa rathersimpletask
(additionof patterns)becauseof thedynamicextensibilitysupportprovidedby theKonarkframework. Simpledetectorswere
written in Javaandinstalledonmonitoringagentsto correlateeventsgeneratedby parsingthelog file. Monitoringagentsare
capableof storingtheseeventsin MySQL databasesto facilitatecommunicationbetweenco-operatingagentsor to support
archiving.

To supporttheroamingauditormodeof operation,wewill install thecomponentsof thesystemonahandhelddevicesuch
asaZaurusPDA. Packetcaptureandanalysistoolslike Kismetarealreadyavailablefor suchhandhelddevices.

10 RelatedWork

IEEE 802.11[1] standardwasformedin 1997asa physicalandMAC layerprotocolfor wirelessnetworks. Thesecurity
vulnerabilitiesin wirelessnetworksandtheWEPprotocolwereexposedbymany researchers[6, 17,7]. A securityframework
calledRobust SecurityNetwork (802.1X)hasbeenproposedby the IEEE. In [11] a securityanalysisof this framework is
given. It hasbeennotedthatthis framework doesnotprovide solutionsto many DOSattacks.

Therearemany wirelessnetwork monitoringandintrusiondetectiontools[18, 19].Someof thesetoolscanbeintegrated
with Snort [2] and other intrusion detectiontools. But most of thesetools do not deal with network misuseor attacks
involving spoofingof MAC addresses.Thesetoolsdo not accountfor distributedattackstoo. Techniquesto detectspoofing
of MAC addresseshasbeenpresentedin [13]. Usagepatternsin universitynetworkshavebeenstudiedin detailin [20] using
informationfrom packetcapturingtoolsandsyslogfiles.

11 Conclusionsand Futur e Work

Wirelessnetwork deploymentis increasingasit providesa lot of conveniencefor roamingusersat lower costs.But this
conveniencecomesat thecostof security. Furthermany securityissuesarenot addressedandareleft asopenissuesin the
IEEE 802.11standard.Higher level authenticationandsecurityschemeslike the 802.1Xframework do raisethe security
standardsbut do not accountfor many attacks(DOS attacksfor example). Robust securitymechanismsarenot the only
thing requiredto securewirelessnetworks. Strict securitypolicy enforcementis alsoequallyimportantin anorganization
deploying wirelessnetworks.Wehavedevelopeda MAC layermonitoringtool andintegratedit with anmobile-agentbased
monitoringsystem. We have shown asa proof of conceptthat sucha tool is quite effective in detectingvariouskinds of
attacksandmisconfigurationsin a IEEE 802.11basedwirelessnetwork .
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In the future, we would like to find out more cost efficient ways of analyzingpackets as the needfor a MAC layer
basedintrusiondetectionsystemfor the wirelessmediumbecomesa must. As thin clients like handhelddevicesbecome
morepopularwe would like to investigatemethodologiesfor building intrusiondetectionsystemsthat work efficiently in
environmentsconstrainedby power andcomputation.We would alsolike to customizeAjantaagentsto run on handhelds
andwearablecomputers.As pervasive applicationscomeinto existancewe would like to provide moreservicesto these
applicationsandstudythesecurityissuesassociatedwith it.

12 802.11Frame formats

12.1 Frame Classes

1. Class1 frames(permittedfrom within States1, 2,3):

� ControlFrames

– RequestTo Send(RTS)

– ClearTo Send(CTS)

– Acknowledgement(ACK)

– CF-End+ ACK

– CF-End
� ManagementFrames

– ProbeRequest/Response

– Beacon

– Authentication

– DeAuthentication

– Announcementtraffic indicationmessage
� DataFrames

– Data: BothToDSandFromDSbit reset(false)

2. Class2 frames(if andonly if authenticated;allowedfrom within State2, 3):

� ManagementFrames

– AssociationRequest/Response

– ReassociationRequest/Response

– Disassociation

3. Class3 frames(if andonly if associated;allowedfrom within State3):

� ManagementFrames

– Deauthentication
� ControlFrames

– PS-Poll
� DataFrames

– Data: EitherToDSor FromDSFC bitsmaybeset
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Octets: 2 2 6 6 6 2 6 0-2312 4

Bits: 2 2 4 1 1 1 1 1 1 1 1

Address 1 Address 2 Address 3 Address 4Sequence
Control

Frame
Body/ID

Duration
Control
Frame FCS

Protocol
Version

Type SubType To
DS DS

From Frag Rtry Pwr
Mgt

More
Data

WEP Ord

Frag
No.

Seq
No.

Bits:   4            12

Figure 3. Generic MAC frame format

0-2312 4Octets: 2 2 6 6 6 2

Dest Addr Sequence
Control/ID

Duration
Control
Frame Src Addr BSS ID Frame

Body
FCS

Figure 4. Generic Management frame format

Order Information Remarks
1 TimeStamp
2 BeaconInterval
3 CapabilityInformation
4 SSID
5 Supportedrates
6 FH ParameterSet Frequency Hoppingparameters
7 DS ParameterSet Direct SequenceParameters
8 CFParameterSet
9 IBSSParameterSet
10 TIM

Table 2. Beacon Management Frame body

Order Information Remarks
1 Reasoncode Reasonfor disassociation

Table 3. Disassociation Frame body

Order Information
1 Capabilityinformation
2 Listeninterval
3 SSID
4 Supportedrates

Table 4. Association Request Frame body
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Order Information
1 Capabilityinformation
2 Statuscode
3 AssociationID (AID)
4 Supportedrates

Table 5. Association Response Frame body

Order Information
1 Capabilityinformation
2 Listeninterval
3 CurrentAP address
4 SSID
5 Supportedrates

Table 6. Reassociation Request Frame body

Order Information
1 Capabilityinformation
2 Statuscode
3 AssociationID (AID)
4 Supportedrates

Table 7. Reassociation Response Frame body

Order Information
1 SSID
2 Supportedrates

Table 8. Probe Request Frame body

Order Information Remarks
1 TimeStamp
2 BeaconInterval
3 CapabilityInformation
4 SSID
5 Supportedrates
6 FH ParameterSet
7 DS ParameterSet
8 CF ParameterSet
9 IBSSParameterSet

Table 9. Probe Response Frame body

Order Information Remarks
1 Authenticationalgorithmnumber
2 Authenticationtransactionsequencenumber
3 Statuscode Not presentif openauthentication
4 Challengetext Not presentif openauthentication

Table 10. Authentication Frame body

Order Information Remarks
1 Reasoncode Reasonfor deauthentication

Table 11. Deauthentication Frame body
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