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Abstract

Wirelessnetworksbasedon IEEE 802.11are becomingntegral partsof anyenterprisenetwork. Theinherentopennessf
thesenetworksmalesthema targetfor attaders. Thecoverage of wirelessetworkscannotbe confinecbywalls or obstacles.
Thetaskof an enterprisenetworkadministator is thuscompoundedby the introductionof wirelesstechnolagy. Mostof the
attadksonwirelessnetworksare dueto vulnembilities in the MediumAcces<ontwol (MAC) Layer Thisfactdrivestheneed
for a MAC layer networkmonitoringsystem.

Aspart of the Konark projectwe havedevelopeda mobile-ayentbasednetworkmonitoringsystenfor thewired network.
This systemfacilitates centralized viewing of networkalerts through coopeanting agents. The main contribution of this
projectis the developmentand deploymenbf an analysisand attadk detectiontool for 802.11wirelessnetworks. Events
geneiatedbythistool are correlatedusingKonarkmonitoringagentsandtheadministator is alerted. We focuson detection
of MAC addressspoofing Denial of Serviceattads and networkmisconfiguations. e also provide servicego usess and
applications.Thisreportdescribeghe differentmodesn which networkmonitoringcouldbe donein an enterprisenetwork
usingsud atool. Thetrade-ofs involvedwith ead modeof opemtionis describedoo.

1 Intr oduction

Oneof theimportanttasksof a systemadministratoiis to monitornetworksto ensurepropersystenmoperationrandprotect
systemresourcesrom being misusedby intrudersor attaclers. This typically involves monitoring for inconsistencien
useractiities, resourceusage systemconfiguration,and enforcingsecuritypolicies. A large enterprisenetwork typically
consistof hundredof nodesandresourcesvith varyingamountof heterogeneitamongthemin termsof the hardwareand
softwareused.In the lastfew years,wirelessnetworks are becomingintegral component®f ary enterprisenetwork. Most
of thesenetworksarebasedn the [EEE 802.11standard1]. Thecommunicatiormediumin wirelesstechnologyis anopen
broadcastmedium.Further it is very difficult to confineradiowavesto a particularareaasthey penadewalls andobstacles.
Thesereasonsnale it easierfor attaclersandwar-driversto identify wirelessnetworksandlaunchattacks.

Most of the securityvulnerabilitiesin wirelessnetworks arein the Medium AccessControl (MAC) sublayer For attacks
in the upperlayersof the protocolstacktherearewell known detectiontools availablefor the administratof2]. Thereare
wirelessnetwork analyzerdor 802.11wirelessnetworks, but mostof themrequiremanualanalysisto detectattacks.These
analysistools cannotdetectattackswhereMAC addresseare spoofedandare bestusedfor detectingnetwork misconfig-
urationsandfailures. Our objective is to provide a wirelessnetwork analysissystemthatwill alertthe administratorabout
possibleattacksor misconfigurationsvith minimumlatengy.

We have developeda mobile-agenbasednetwork monitoring system(Konark)for centralizedmonitoring of networks.
This monitoring systemis basedon the conceptof co-operatingagentsand usesa publish-subscrib@aradigmto achieve
communicatiorbetweermonitoringagentsn thesystem.

The main contrikution of this work is to shav the needfor a MAC layer analysistool for monitoring 802.11based
wirelessnetworks. This projectalsoshavs differentwaysby which alayer2 wirelessmonitoringtool canbeintegratedwith
anexisting network monitoringsystento enhancehe monitoringcapabilitiesof the system We have developeda MAC layer
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basedool thatis capableof detectingmostattacksandmisconfigurationn awirelessnetwork. We have integratedthis tool
with analreadyexisting network monitoringsystemmakingthis systemmorecomprehensie in termsof monitoring.

This reportis organizedasfollows. In section2, we provide an overview of the IEEE 802.11standardwith introduction
to thedifferenttermsthatwill be usedin thereport. We discusghe potentialthreatsto openwirelessnetworksin section3.
This sectionthendiscussesletailsaboutthe differentmodesin which the Konarkmonitoring systemcanbe operatedwith
aMAC layeranalysistool in place.Finally, this sectiondiscusseshe differentdetectionstratgjiesusedin the tool we have
developed. Descriptionof the experimentalsetupwe have usedis discussedn section9. Relatedwork is discussedn
sectionl0. In sectionl1, we presentonclusionsandfuturework.

2 |EEE 802.11Network Overview

IEEE proposesa protocol standardfor wirelessLANs called IEEE 802.11[1]. This protocol operatesat the Physical
(PHY) andMedium AccessControl (MAC) layers. 802.11networks operatesn oneof the 2 modes:infrastructue mode
andad-hocmode.In ad-hocmodewirelessclientscandirectly communicatavith eachother However, in theinfrastructue
modewirelessclientscommunicatewith a centralbasestationcalled AccessPoint (AP). The accesgoint actsasa bridge
forwarding paclets onto the appropriatenetwork (wired or wireless). We concentrateon wirelessLANs operatingin the
infrastructuremodein our work. At the MAC layer IEEE 802.11implementsCSMA/CA (Carrier SenseMultiple Access/
Collision Avoidance) Simultaneougransmissionarehandledby theBinary ExponentiaBack-of algorithm.Hiddenstation
problemsaresolved by exchangeof RTS (Ready-D-Send)andCTS (ClearTo-Send)frames.

A Basic ServiceSet(BSS)is a setof stationscapableof communicatingwith eachother An ad-hocnetwork is called
an IndependenBasic ServiceSet(IBSS). In theinfrastructuremode,mary BSSscould be combinedto form an Extended
ServiceSet(ESS).Thearchitecturatomponentisedto interconnecthe BSSsto form anESSis calleda Distribution System
(DS). An AP couldbeviewedasa stationproviding accesgo the DS andits services|EEE doesnot definearny standardor
theDS.

Prior to datacommunicationwirelessstationsand APs mustestablisha relationshipcalledassociation The association
processs a 2-stepprocessnvolving threestates Managementrames(Figure4) needto be exchangedetweerthewireless
stationandthe AP for transitionbetweernthesestates.A stationkeepstwo statevariablesfor eachstationit would like to
communicatevith. Notethatwe consideran AP to be a stationtoo. Thetwo statevariablesare Authenticationstate(values
areunauthenticatedr authenticatedandAssociatecstate(valuesareunassociatedndassociated)The threestateformed
by thesestatevariablesare:

1. UnauthenticatedndUnassociated
2. AuthenticatecakndUnassociated
3. AuthenticatecandAssociated

The statetransitiondiagrambetweerthese3 statess shavn in figure 1.

APscouldtransmitbeaconmanagemerframesat fixed intervals adwertisingthemseles. The formatof atypical beacon
frameis shavn in Table2. A client listensto thesebeaconframesto decideasto which AP to associatewith. Service
Setldentifiels (SSIDs)are generallypresentedo the userin the beaconframes. A client may also senda probe request
managementrame (Table 8) to find an AP affiliated with a particularSSID. After a wirelessclient identifiesan AP, the
clientandthe AP performauthenticationMost networksimplementMAC addresdasedaccessontrollists (ACL) with no
explicit authenticatiorprotocol. This is calledopenauthenticatiorandis the default protocolin 802.11.1EEE 802.11also
definesa sharedkey basedmutualauthenticatiorscheme Wred EquivalentPrivacy (WEP) protocolis designedo provide
confidentialityin 802.11. Sharedkey authentications basedon a challenge-respong@otocolandWEP is usedto encrypt
the challengetext. Oncea wirelessclientis successfullyauthenticatedhe AP movesfrom statel to state2 (Authenticated
andUnassociatedtate)andanAssociatiomequesframe(Table4) is sentby theclient. The AP respondsvith anAssociation
responsdrameandthe client is now associatedvith the AP and could senddataframes(Figure 3). Every frame hastwo
framecontrol bits "To DS” and”From DS”. Thesebits indicateif the frameis enteringthe DS or exiting it. Both of these
bits cannotbetrue atthe sametime. Managementrameshave boththesebits reset.Frameformatsandframetypesin each
classarelistedin AppendixA.

A roamingusercould associatevith an AP closesto him/herin an ESS.Whena wirelessclient wantsto associatevith
anotherAP within thesameESS authenticatiomeednottake placeagain. However, areassociationeedgo take placeasthe
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associatiomelationshipchangesThis is doneby a Reassociatiomequestinda correspondindgreassociatiomesponsérom
theAP. An AP coulddisassociater deauthenticataclientusingthe Disassociatiorframe(Table3) andthe DeAuthentication
frame(Tablel11). A clientcouldalsorequestlisassociatior deauthenticatiofrom anAP.

IEEE 802.11is aMAC protocolandaddressings basecn the 6-byteuniqueMA C addresassociateavith eachnetwork
interfacecard. A broadcastddresss all 1sin the 6-byteaddressBeaconframesandProberequestframeshave broadcast
addressem their destinatioraddresdield. It mustalsobe obsenedthattheseaddressearesentin the clearasthe manage-
mentframesandMAC headerof ary framein 802.11is not encrypted.802.11frameshave sequenc@umberghatare 12
bits long rangingfrom 0-4095.A MAC framecould befragmented Fragmentedrameshave the samesequenceumberbut
will have differentfragmentnumbers.

3 SystemOverview and Capabilities

Thegoalsof ary wirelessmonitoringsystencanbecateyorizedbroadlyinto, Monitoring objectvesandServiceProvision-
ing objectives. Monitoring objectvesincludemonitoringthe wirelessnetwork for possibleattacks detectionandresponséo
unauthorizedise,andalertingadministrator®r usersregardingpossiblenetwork misconfigurationsr failures.Servicesare
providedto ubiquitousapplicationgegardingproximity of usersandusermobility patternsto usersregardingaccountusage
andmisconfigurationsandto serviceprovidersregardingusagepatternsaandnetwork coverage.

4 Konark: A Mobile Agent basedNetwork Monitoring System

Thistool is integratedwith Konark[3, 4, 5], anagent-basedetwork monitoringsystemnthatfacilitatesdynamicextensibil-
ity of monitoringfunctions,active monitoring,easyintegrationof off-the-shelfcomponentsinddistributedeventcorrelation.
Monitoring agentsn Konarkcanbe poweredwith monitoringcapabilitiesin the form of detectorgo parseandanalyzelog
files and generatesvents. Theseagentsare also capableof subscribingto eventsfrom otheragents. With detectionand
subscriptiorcapabilitiesnonitoringagentscanmake correlationsandtake appropriateactionsor alerttheadministratorThe
capabilitiesof theseagentanbe dynamicallymodifiedor extended.Controllingthe Konarkmonitoringsystenis easywith
anuserfriendly GUI.



Capabilitiesof Konarkareenhancedy integratingthis systemwith it. Eventsgeneratedby this systemarecorrelatedwith
host-level Konarkeventsto gain insightinto anattacler’s actiity andorigin. Correlatedaventscanalsobe disseminatedo
aid in the serviceprovisioning objectvesof the system We usethe monitoringagentof Konarkto generateventsfrom the
syslogfile (loggedby the AP) or ary otheralertfile. APscouldbegeographicallydispersedhoughthey belongto the same
ESS.Agentsfacilitateeventcorrelationfrom dispersedources.

5 Potential Threats

Wirelessnetworks basedon 802.11arevulnerableto mary attacks[6]. As partof this work we focuson the following
threats:

1. MAC addresspoofing.
2. Denial-of-Servicettackson wirelesscomponents.

3. Network misconfigurationsr failures.
5.1 MAC addressspoofing

Changingthe MAC addresf a wirelesscardis a very trivial taskthat canbe performedby novice attaclerstoo, asit
canbe doneby software. Most wirelessinfrastructuresisea MAC-basedaccessontrol list to authenticatendlet wireless
clientsassociate A simplecommands all thatis neededo spoofthe MAC addressandmostdriversprovide this facility.
With aspoofedMAC addresa malicioususercould exploit the network in thefollowing ways,

e A malicioususercould changetheir MAC addressaindposeasa legitimateuserto gain entryinto the network. With
paclet sniffersfor wirelessnetworks availablefor free,coupledwith thefactthatMAC addressearesentin theclear
it takeslittle effort for anadventurousattacler to sniff out legitimate MAC addresseandusethemto gain accesgo
the network. Thisis particularly easywhereaccesgointsare configuredfor openauthentication Evenwith shared
key authenticatiorenabledt hasbeenshovn thatWEP is not a safeencryptionalgorithmatary key size[7, 6].

e An attacler could adwertiseasa legitimate AP by usingthe MAC addresf an AP andcould getclientsto connect
with itself. We termtheseAPsasFake APs

e An attacler couldlaunchDenial-of-Servicattacksby sendingspoofeddeauthenticater disassociatéamesto clients
loggedonto the network.

The abore mentionedattacksare particularly easywith programsand libraries suchas macdanger [8], FakeAP[9] and
LibRadiate[10] readilyavailable.

5.2 Denial-of-Sewice Attacks

In [11], it is showvn thatevenwith authenticatioomechanismsyirelessnetworksbasedn IEEE 802.11standardareprone
to denial-of-servicattacks.Thisis mainly becausenanagemerdandcontrolframesarenot encrypted We have alreadyseen
onekind of DOSattackwherea malicioususerconstruct@deauthenticatioor adisassociationequestindsendst to aclient
whomit wantsto disconnecfrom the network. A client launchinga DOS attackon anaccesgoint could repeatedlysend
authenticatiomequesframesin ashortintenal of time. An accespoint hasto retainstateafteranauthenticatiomequesby
aclientandbeforea clientassociatewith it. A clientcouldcontinuousiyflood theaccesgointwith authenticatiomequests
making the accesgoint incapableof acceptingmore client requests.RTS and CTS control framesare usedfor collision
avoidancein the 802.11MAC protocol. RTS flood attackscould be conductedby continuouslyemitting RTS framesand
derying otherstationsfrom usingthe medium.
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5.3 Network misconfiguration or Failures

Accesspointscouldfail, shuttingoff servicesfor clients. As wirelessequipmentecomesnexpensve, it becomesasy
for unauthorizedusersto establishtheir own accesgoints. The problemwith suchrogueaccesgointsis thatthey may
not conformto anorganizationssecuritypolicies. Organizationshaving wirelessinfrastructurecould have policiesregarding
acceptablsignalstrengthsencryption supportedatesetc. For example,anorganizationcouldhave apolicy wherebycertain
sensitve accespointsneedto have encryptionandauthenticatiorenabled Thereis alwaysa possibilityof policy violationin
hugeorganizationsvherealarge numberof network componentsieedto be maintained. Suchmisconfigurationsndpolicy
violationsneedto bereported.

6 Modesof Operation

The Konark network monitoring systemcanoperatein 3 modeswith wirelessnetwork monitoringtoolsin place. The
figure 2 illustratesthesemodesof operation. In the first mode of operation,we install notebookPCs/laptops/PCwith
wirelesscardsat stratgic pointsin the network to get entire wirelessnetwork coverage. Thesehostsrun a monitoring
daemorthatanalyzegacletsfrom thewirelessmediumandgeneratesvents.For themonitoringdaemorto analyzepaclets
a paclet capturingsoftwarehasto be runningon the hostunderroot privileges. A paclet capturingprogramis goingto put
thecardin RFMON (monitoring)modeandthusthroughthe wirelesscardno transmissionsantake place.The monitoring
daemorhasconfigurableoptionsandthe detectioncapabilitiesof thedaemorcanbealtered.This daemoranalyzegaclets,
malescorrelationsaandgeneratesnalertfile.

Thesehostscouldhave anadditionalinterfacethroughwhich they couldconnecto thewired LAN. If they areconnected
to awired network, a Konarkmonitoringagentis sentto thesemachinedo generateventsafterreadingthe alertfile written
by the daemon.However if they do not have awired network connectiorwe needswitch from RFMON modeto normal
modeandtransmitary eventsgeneratedThis switchinghasto bedoneat certainintenals of time dependingonthe number
of eventsgeneratedby the monitoringdaemonHowever, eventsgeneratedy the daemoraresentthroughthe samewireless



Attack/Misconfigurations Mode1l Mode2 Mode3
(Dedicatechotebooks/PCs)  (PDASs) (AP logs)
MAC spoofing Possible Not possible Possiblan somecases
( 2identicalclientsassociated
with differentAPsin anESS)
DOS Attacks Possible Not possible Possiblen somecases

( Cannotdetectforced
deauthentiction/disassociatipn
Network Misconfigurations Possible Possible Possiblen somecases

[Failures ( CannotdetectrogueAPSs)

Table 1. Capabilities in each mode of operation

mediumwhich may not be safe. To avoid this the daemonwould requesthe Konarksystemto sendan agentto collectthe
eventsgeneratedby it whenit switchesto normalmode. Konarkmonitoringagentsaredevelopedusingthe Ajantamobile-
agentprogrammingframevork. Ajanta[12] providestamperproof mechanismg$or securingdataon agents.An alternate
designwould befor the daemorto launchanagentandsendthe eventsgatheredby it to anadministrator Existing Konark
agentsprovide for authenticatedRMI. Agentsalso provide supportfor disconnectedperations.With thesecapabilitiesa
third alternatve would be, to have agentsunningon the monitoringdaemongatheringevents,andtransmittingthemusing
authenticatedRMI atintervals of time to subscribeagentson thewired network. This eventtransmissiontakesplacewhen
thedaemorchangesrom RFMON to normalmode.

Thisis themostpowerful modeof operatiorasall of thementionednonitoringobjectvescanbeachiezedin thismode.At
the sametime, this approachs the mostexpensve in termsof costandcomputation.Strateically placingthesemonitoring
daemongo getentirenetwork coverages nottrivial.

In the secondmodeof operation,the abose mentioneddaemonwill be runningon a PDA or an handhelddevice. An
administratothasto take awalk throughthe campuswherethewirelessLAN is deployed. The daemongenerateslertson
the terminal. We would like to provide off-loading of eventsfrom the hand-heldto the wired network too. The functions
of thedaemorarescaleddown. This is oneof the wealestmodesof operation.This modeof operationcannotdetectbOS
attacksandotherattacksthatrequireonline monitoring. It is however usefulfor identifying network misconfigurationsand
failures.

Most APsin anESSareconnectedy awired DS. APscanlog informationaboutpacketsgoingthroughthemin asyslog
file. Monitoring agentsaresentto parsethesdfiles andgeneratalerts. This modeof operatioris theleastexpensve asit uses
theexisting infrastructure But this modeis not aspowerful asmodel. We will notbeableto detectforceddeauthentication
attacksrogueAPs, fake APsor do ary kind of sequenceumberanalysisin this mode. The capabilitiesof the 3 modesof
operatiomresummarizedn Tablel.

7 DetectionLogic and Response

We detectmostof the attacksconductedby MAC spoofingusing a sequenceaumberanalysistechniqueas discussed
in [13]. It is obsenedthatthesequence@umberfield in a802.11frameis putin by thefirmware.The sequenc@umberfield
(Figure 3) in aframeis a 12 bit field thathasa value between0 and4095. As eachframeis emittedby a wirelessstation
(clientor anaccesgoint), the sequenceumberis incrementedy 1 andit wrapsaroundat4095. Thusit is highly unlikely
thatsequenceumbersf 2 stationshaving the sameMA C addresareidentical. By observingsequenc@umbersn frames
we candetectary MAC addressspoofinggoing on in the network. An assumptiommadehereis that both the legitimate
wirelessstationandthe fakingoneareon the network atthe sametime.

Analysisof pacletsis intensivein computing. Themonitoringdaemoranalyzepacketsby taking pacletsfrom the paclet
capturingtool. This may causethe paclet capturingtool to drop pacletsif theanalyzeris working at a slover pace.Dueto
suchlimitations of the toolswe useto capturepacletsfor sequencaumberanalysiswe may have to fix athresholdfor the
sequencaumberdifference.If this thresholdis smallthenwe may geta lot of falsepositives. We have chosera tolerance
of 20i.e., we concludethat maliciousactiity is goingon in the network if we happerto seeframesfrom the samesource
having sequenceumberddiffering by morethan20 values. But now the questionarisesasto how canwe detect attacrs
who gain accesdo the network in a time frame disjoint to that of the legitimate user?. We implementa policy wherewe



specifylikely timeswhenwe expectto seeactiity from a particularuserandflag off alertswhenwe obsere MAC actiity
of theuserduring othertimes. We alsoprovide notificationto the owner of the wirelessclient whenhe/sheassociatesvith
the network. We getthis informationfrom the syslogfile (mode3) or by observingassociateéequestandresponsegmode
1). In thisway, anuseris awareabouthis usagepatternandcannotify the network administratoif thereis ary discrepang.

Thereis alsoa possibilityin an ExtendedServiceSet(ESS)having mary accesgointsthata legitimateuserconnectdo
oneaccespointandthe malicioususerto anotherthatareout of rangeof eachother In sucha scenarioywe needsomekind
of distributedcorrelationto bedone.Our monitoringdaemoris presentn mary locationsto getcompletenetwork coverage.
Konarkmonitoringagentansubscribgo associateequestventsandmake correlations.Our monitoringdaemorrecords
authenticationsindassociationalongwith the sequenc@umberof the frameandalsothetime of logging. The centralized
correlationdetectorscould checkoverlappingtime intenals of theseeventsfrom the samesourceand raisealertsto the
administrator Otherthannotificationto the useraboutsuspectedlAC spoofing repeatednstance®f suchMAC spoofing
with thesameaddressvould leadto the MAC addresso beblacklistedandremovedfrom the accessontrollist of the ESS.

Accesspointsemit beacorframesadwertisingtheir presenceo clientswho would like to logonto the network. Like ary
otherwirelessstationan accesoint incrementsa sequenceaumberand putsit in eachframeit is goingto transmit. An
attacler who tries to spoofthe accesgoint's MAC addressand adertiseshimself asa legitimate portal into the network
will have anout-of-ordersequencaumberfield from theauthenticaccespoint. Our monitoringdaemorwill recordbeacon
framesandproberesponsewith their sequenc&iumbersandgenerateventsin caseof mismatch.Again monitoringagents
couldmale highercorrelationgo detectfake accespointsthatareout of rangewith theauthentioone. Every beacorframe
is notlogged,insteadwe recordbeacorframes/probeesponseat particularintervals.

Disassociate/Deauthenticatioaquestsan be senteither by an accesgoint removing a wirelessclients or a wireless
client canrequestisassociatiofirom anaccesgpoint. Whena maliciousclient sendssucha frameto disassociatanother
clientit would fake asanaccesgoint. Comparingthe sequenc@umberof this framewith thelastframesentby theaccess
point we caninfer thata faking client hadlaunchedan attack. Authenticationfloodson an accesgoint canbe detectecby
the monitoringdaemorthroughtraffic analysisandpaclet type count. We could alsodetectsuchflood attacksby analyzing
thesyslogfile generatedby the AP.

Failure of accesgointsthat adwertiseby meansof beacorframescaneasily be determinedby missingbeacons.Some
networks may implementa policy whereby accesgointsdo not adwertisebeaconframes. To detectfailure of suchaccess
pointsthe monitoringdaemonsendsproberequestsvhenit switchesout of RFMON modeandwaits for proberesponses
from theaccespointto checkfor livenessAP logscanalsobe analyzedor livenesof APs. Configurationparameterfrom
beacorframesareanalyzedo seeif accespointsareconfiguredaccordingo thenormsof the network. Signalstrengthsare
analyzedo ensurenetwork livenessandcoverage.

Our monitoringdaemorcansniff out presencef rogueaccespointsby comparingt with abaselinenetwork configura-
tion which s fed to the systembeforestartup.It is not enoughif we monitoronly the beacorframesasrogueaccesgoints
may nottransmitbeacorframes.lIt is essentiathatwe monitorotherframestoo (Proberequests/responseadlook out for
MAC addressem theframethatarenotknown in the baseline This baselinenetwork configurationshouldbe extensibleas
the network configurationchangegaccesgointsareinstalledor removed). In caseof ary misconfiguration®r failures,the
administratoicould be alertedto take necessargaction.

8 Sevice Provisioning Objectives

Apart from failure andattackdetectionwe provide servicego usersandapplications.Ubiquitousapplicationgyenerally
require user proximity detectionand tracking. Sincewe log userassociationsvith accesgpoints we can determinethe
proximity of the userto the accesgoint. This kind of servicewould useexisting infrastructurewithout the needfor GPS
tracking. Sucha serviceis usefulin a smallgeographiareathatis entirely coveredby the samewirelessnetwork. Konark
supportsa publish-subscrib@aradigm. Associationeventscould be gatheredfrom the monitoringdaemonby the Konark
monitoringagentsandappropriateapplicationscould subscribego theseevents. Associationeventscould be gatheredrom
the AP logs(syslog)aswell. Triangulationmethodscouldbeusedto geta morepreciselocationof the user

RepeatedDHCP denials,frequentdisassociationsind reassociationsvith the sameaccesspoint and unknovn frame
transmittalsby a client couldmeanerrorsin theclient’s configurationor bruteforce attacks.To improve thewirelessservice
to the client, sucheventscouldbe notified to the ownerof thewirelessclient.



9 Experimental Setup

We conductedxperimentontheComputelSciencalepartmentvirelessLAN to evaluatethesystem.Thedepartmenhas
mary APsinstalledon differentfloors of the building to form anESS.The APsaremainly CiscoAironet AccessPoints[14]
(340and350series)with softwarereleasel2 and aboe. Thewirelessnetwork in the departmenhasanopenauthentication
schemeéasednaMAC addresACL. Encryptionis hotenabledn the APsaskey distributionis atedioustask.Userswho
wantto usethe network have to gettheir wirelesscardMA C addressegisteredwith the systemadministrator

We usedthreenotebookPCsto simulateattackscenariosanddetectthem. All the notebookswereusing CiscoAironet
340/350serieswirelesscards. The PCswererunning different Linux flavors with aironetdrivers. MAC spoofingcanbe
doneatthecommandine usingtheifconfigtool on thesenotebooksThe monitoringdaemorusedKismet[15] asthe paclet
capturingsoftware and Ethereal [16] asthe paclet analyzer The daemonitself waswritten in C++. To run Kismetand
capturepacletsthe cardhasto berunin monitoringmode(RFMON). This requiresroot privilegeson the notebookPCs.

We could spoofthe MAC addres®f analreadyregisteredcardandgain accesgo the network. The monitoringdaemon
detectedhis misuseby sequence&aumberanalysiswhenboth the legitimate client andthe faking client were connectedo
thenetwork. We detectedake androgueAPsby generatingattacktracesandfeedingit to thedaemonWe will extendthese
experimentsby using available attacktools like FakeAP [9] in the nearfuture. DOS attackswere simulatedby manually
constructingattacktraces.We have identified paclet injection librarieslik e LibRadiate[10] that could be usedto actually
conductsuchattacks.

APsin the departmentetwork broadcasbeacornframesevery 100 milliseconds. Our monitoringdaemornwasslow in
processingvery beacorframe. A slow daemornwascausingKismetto drop pacletsrandomly Hencewe hadto fine tune
ourdaemorto analyzeonein tenbeacorframessothatwe have controlon the pacletsthatarebeingdropped.

APs canbe configuredto log eventsin alog file. We hadlogs of APswritten to syslogfiles. Konarkagentsveremade
to parsethesesyslogfiles andgeneratevents. Facilitating syslogdfile parsingby monitoringagentsvasa rathersimpletask
(additionof patternspecausef thedynamicextensibility supportprovidedby the Konarkframework. Simpledetectorsvere
writtenin Javaandinstalledon monitoringagentdo correlateeventsgeneratedby parsingthelog file. Monitoring agentsare
capableof storingtheseeventsin MySQL database® facilitate communicatiorbetweernco-operatingagentsor to support
archiing.

To supportheroamingauditormodeof operationwe will installthecomponentsf thesystermon ahandhelddevice such
asaZaurusPDA. Packet captureandanalysistoolslik e Kismetarealreadyavailablefor suchhandhelddevices.

10 RelatedWork

IEEE 802.11[1] standardvasformedin 1997asa physicalandMAC layer protocolfor wirelessnetworks. The security
vulnerabilitiesin wirelessnetworksandthe WEP protocolwereexposecdoy mary researcher$, 17,7]. A securityframework
called Rolust SecurityNetwork (802.1X) hasbeenproposedby the IEEE. In [11] a securityanalysisof this framework is
given. It hasbeennotedthatthis framevork doesnot provide solutionsto mary DOS attacks.

Therearemary wirelessnetwork monitoringandintrusiondetectiontools[18, 19]. Someof thesetoolscanbeintegrated
with Snort[2] and otherintrusion detectiontools. But most of thesetools do not deal with network misuseor attacks
involving spoofingof MAC addressesThesetoolsdo not accountfor distributedattackstoo. Techniquego detectspoofing
of MAC addressebasbeenpresentedh [13]. Usagepatternsn university networks have beenstudiedin detailin [20] using
informationfrom paclet capturingtoolsandsyslodfiles.

11 Conclusionsand Futur e Work

Wirelessnetwork deploymentis increasingasit providesa lot of corveniencefor roamingusersat lower costs.But this
conveniencecomesat the costof security Furthermary securityissuesarenot addressedndareleft asopenissuesn the
IEEE 802.11standard.Higher level authenticatiorand securityschemedik e the 802.1X framavork do raisethe security
standardsut do not accountfor mary attacks(DOS attacksfor example). Rolust securitymechanismsare not the only
thing requiredto securewirelessnetworks. Strict securitypolicy enforcements alsoequallyimportantin an organization
deploying wirelessnetworks. We have developeda MAC layer monitoringtool andintegratedit with anmobile-agenbased
monitoring system. We have shavn asa proof of conceptthat sucha tool is quite effective in detectingvariouskinds of
attacksandmisconfigurationén a IEEE 802.11basedvirelessnetwork .



In the future, we would like to find out more cost efficient ways of analyzingpaclets as the needfor a MAC layer
basedintrusiondetectionsystemfor the wirelessmediumbecomesa must. As thin clientslike handhelddevicesbecome
more popularwe would like to investigate methodologiedor building intrusion detectionsystemghat work efficiently in
ervironmentsconstrainedy paver and computation.We would alsolike to customizeAjanta agentsto run on handhelds
andwearablecomputers.As penasie applicationscomeinto existancewe would like to provide more servicesto these
applicationsandstudythe securityissuesassociateavith it.

12 802.11Frame formats
12.1 Frame Classes

1. Classl frames(permittedfrom within Statesl, 2, 3):

e ControlFrames

— Requesto Send(RTS)
— ClearTo Send(CTS)
— AcknowledgementACK)
— CF-End+ ACK
— CF-End

e ManagemenErames

— ProbeRequest/Response

— Beacon

— Authentication

— DeAuthentication

— Announcementraffic indicationmessage

e DataFrames
— Data: Both ToDSandFromDSbit reset(false)

2. Class2 frames(if andonly if authenticatedallowedfrom within State2, 3):

e ManagemenErames

— AssociationRequest/Response
— ReassociatioRequest/Response
— Disassociation

3. Class3 frames(if andonly if associatedallowedfrom within State3):

e ManagemenErames
— Deauthentication
e ControlFrames
— PS-Pall
e DataFrames
— Data: EitherToDSor FromDSFC bits maybe set



Frame | Duration | aqress 1| Address 2 Address $€AUENCE|  Adqress 47rame FCS
Control /ID Control Body
Octets: 2 2.6 6 6 . 2 . 6 0-2312 4
Protocol Type SubType| To | From Frag Rtry Pwr More WER Ord
Version DS| DS Mgt | Datg -
Bits: 2 2 4 11 1 1 :1 1 1
Frag Seq
No. No.
Bits: 4 12
Figure 3. Generic MAC frame format
Frame Duration Dest Addr| Src Addr| Bss D | Seduence| Frame FCS
Control /ID Control Body
Octets: 2 2 6 6 6 2 0-2312 4
Figure 4. Generic Management frame format
Order Information Remarks
1 TimeStamp
2 Beaconintenal
3 Capabilitylnformation
4 SSID
5 Supportedates
6 FH ParameteSet Frequeng Hoppingparameters
7 DS ParameteSet Direct Sequenc®arameters
8 CF ParametefSet
9 IBSS ParameteSet
10 TIM

Table 2. Beacon Management Frame body

Order | Information Remarks
1 Reasorcode | Reasorfor disassociation

Table 3. Disassociation Frame body

Order Information
1 Capabilityinformation

2 Listeninterval
3 SSID
4 Supportedates

Table 4. Association Request Frame body
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Order Information
1 Capabilityinformation
2 Statuscode
3 AssociationlD (AID)
4 Supportedates
Table 5. Association Response Fram
Order Information
1 Capabilityinformation
2 Listeninterval
3 CurrentAP address
4 SSID
5 Supportedates

e body

Table 6. Reassociation Request Frame body

Order Information
1 Capabilityinformation
2 Statuscode
3 AssociationD (AID)
4 Supportedates

Table 7. Reassociation Response Frame body

Order

Information

1 SSID
2 Supportedates

Table 8. Probe Request Frame body

Order

Information

Remarks

O©COoO~NOUTLA WNPE

Capabilitylnformation

FH ParameteSet

DS ParameteSet

CF ParametefSet
IBSS ParametefSet

TimeStamp
Beaconintenal

SSID
Supportedates

Table 9. Probe Response Frame body

Order Information Remarks
1 Authenticationalgorithmnumber
2 Authenticationtransactiorsequenc@umber
3 Statuscode Not presenif openauthentication
4 Challengetext Not presenif openauthentication

Table 10. Authentication Frame body

Order

Information

Remarks

1 Reasorcode

Reasorfor deauthentication

Table 11. Deauthentication Frame body
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