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Summary

Overview

SSL and TLS have become the de-facto standards for transport-layer encryption. In recent
years, many vulnerabilities have been uncovered in both the standards, their implementation
and the way people configure and use them. The talk associated to this whitepaper is
exploring in details a lesser-known and much less talked about part of the standard which
breaks some of the security properties one would expect.

Performance of SSL/TLS

SSL sessions are costly to establish but relatively cheap to maintain. Cipher choice and key
size are the main cost factor CPU-cycle wise. This is illustrated in by the following diagrams:

Impact of cipher choice on performance:
640,000 T

("""h,“
600,000 1

L]
aes-128 w/ AESNI

550,000 1 is 170% faster than RC4

500,000 1
450,000 T
400,000 T

350,000 1

KByte/s

300,000 1
250,000 1

200,000 t
3des is
95% slower v,

130,000 1 than RC4

»
LTI

camellia

100,000 0 il o el r3
camellia 3

256
50,000 1 g

cipher performance, openss|-1.0.0d (64-bit)

3
COMMERCIAL IN CONFIDENCE

© Matta Consulting Limited, 2013



COMMERCIAL IN CONFIDENCE

Impact of Key size on performance:
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To optimize the performance of an SSL setup, one is usually well advised to look into
minimizing the number of handshakes (involving asymmetric cryptographic operations). This
is done by using abbreviated handshakes through session resumption, as illustrated below:

Full SSL Handshake:
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Abbreviated SSL Handshake:
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Introduction to Session resumption

There are two main mechanisms to perform session resumption: Using session-IDs and using
session-tickets (RFC5077). The latter mechanism is only available since TLS1.0 whereas
session-IDs exist since SSL.

The following illustration illustrates what both a Session ID and a TLS ticket are:

Terminal —Ox
File Edit View 5Search Terminal Help

Mew, TLSw1/55Lv3, Cipher is ECDHE- RSA- AES128- GCM- SHAZSE
Server public key 1s 1024 bit
Secure Renegotiation IS supported
Compression: NOME
Expansion: NONE
SSL-Session:
Protocol : TLSv1.Z2
Cipher : ECDHE-RSA- AES122- GCM- SHAZSE
Session-ID: ESDCSCE92D7SEOFASDO4385AA302A1BEOEEFC34840A7SCOFOSE4ADOSESCEEZFC
Session-ID-ctx:
Master-Key: 122614COFA1901141B0Z21FBE1CDZCY 26EBZ4E33A7 16BECASCSCOFCEBEZBDES2A
4FDS788178E1EBABDEED1 CAFZBCFDATY L
Key-Arg : None
PSK identity: MNone
PSK 1dentity hint: None
SRP username: MNone
TLS session ticket lifetime hint: 100800 (seconds)
TLS session ticket:

0000 - d7 bf 2b f9 fb bl 71 ¢1-31 ea 5d 98 09 15 0c 83 ..+...q.l.]...:.
0010 - df b5 88 09 fd B84 45 ed-27 el dc f8 3 94 6a 6b  ...... E..... =,k
0020 - 04 6f 84 6f 6f 15 f9 ce-28 83 95 27 13 Se 7c 3c .odoo...... o] =

0030 - 7d cO 7f 56 10 7f 7f Se-24 62 23 {7 76 19 b8 681  F..V...*gb#.v..a
o040 - 56 e7 db 99 56 e7 c4 29-30 ed da c7 Sh de bs 89 w...v.. ). ...,
0050 - 87 3b as 7f Se f2 39 Sc-46 83 37 ob 4f 27 42 {5 R = 1Y N L= N
0060 - 7d c4 42 84 2a cf 22 30-2b 6b 8c 76 dO a0 3f 1la  F.B.®."O+k.v..7.
0070 - 4c cc a6 3c 8b cc bs 7d-84 Se 7a b7 52 59 78 06 L..

<...}..zZ.Rfx.
0080 - b2 52 e2 4a Of 55 8e Ga-f6 e6 c9 dB8 18 b6 54 13 = WO I R R T
0o90 - 80 4d 82 fb M
Start Time: 1373561537
Timeout  : 300 (sec)
Verify return code: 0 (ok) I

Security implications of using RFC 5077 with OpenSSL

RFC 5077 is augmenting the Transport Security Layer by allowing for speedy handshake
resumption without requiring servers to keep shared state (shared keying material). While this
is simplifying the server-side infrastructure, it demands that the client retains the encrypted
key material across sessions and present it to the server upon connection.

The RFC describes how one can format the data in the ticket. This has been followed to the
letter in the OpenSSL implementation.
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4. Recommended Ticket Construction

This section describes a recommended format and protection for the
ticket. MNote that the ticket is opaque to the client. so the
structure 1s not subject to interoperability concerns, and
implementations may diverge from this format. If implementations do
diverge from this format, they must take security concerns seriously.
Clients MUST NOT examine the ticket under the assumption that it
complies with this document.

The server uses two different keys: one 128-bit key for Advanced
Encryption Standard (AES) [AES] in Cipher Block Chaining (CBC) mode
[CEC] encryption and one 256-bit key for HMAC-SHA-256 [RFC4634].

The ticket is structured as follows:

struct {
opague key name[16];
opaque 1v[16];
opague encrypted_state=<0..2"16-1=;
opaque mac[32];
T ticket;

Here, key name serves to identify a particular set of keys used to
protect the ticket. It enables the server to easily recognize
tickets it has issued. The key name should be randomly generated to
avold collisions between servers. One possibility is to generate new
random keys and key name every time the server is started.

The actual state information in encrypted_state is encrypted using
128-bit AES in CBC mode with the given IV. The Message
tuthentication Code (MAC) is calculated using HMAC-SHA-256 ower
key name (16 octets) and IV (15 octets), followed by the length of
the encrypted_state field (2 octets) and its contents (variable
length).

The RFC doesn’t describe how key management should be performed and merely emits
recommendations. This has been found to be problematic in OpenSSL’s case: Keys are
never rotated and always 128bits, regardless of the cipher negociated.
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5.5. Ticket Protection Key Hanagement

A full description of the management of the keys used to protect the
ticket is beyond the scope of this document. A list of RECOMMEMDED
practices is given below,

o The keys should be generated securely following the randomness
recommendations in [RECA0SE].

o The keys and cryptographic protection algorithms should be at
least 128 bits in strength. Some ciphersuites and applications
may require cryptographic protection greater than 128 bits in
strength.

o The keys should not be used for any purpose other than generating
and verifying tickets.

o The keys should be changed regularly.

o The keys should be changed if the ticket format or cryptographic
protection algorithms change.

5.6. Ticket Lifetime

The TLS server controls the lifetime of the ticket. Servers
determine the acceptable lifetime based on the operational and
security requirements of the environments in which they are deployed.
The ticket lifetime may be longer than the 24-hour lifetime
recommended in [BEC4348]. TLS clients may be given a hint of the
lifetime of the ticket. Since the lifetime of a ticket may be
unspecified, a client has its own local policy that determines when
it discards tickets.

Conclusion
The security implications associated with using the default settings of OpenSSL can be
summarized as follows:

- 128 hit of security is all you get (at best), regardless of the cipher which has been
negociated

- The Perfect Forward Secrecy interval is likely to be more than expected — the
program’s lifetime in most cases (as opposed to hours like best practices would
recommend)

Matta is planning on releasing a tool allowing for forensic recovery of the key allowing to
decrypt session tickets, which in turn, once decrypted will reveal the Master Key allowing to
derive the session-keys which can be used to decrypt the cyphertext to recover the plaintext.
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